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« Off-the-self hardware using
OpenWrt extends BT PAN in
addition to USB RNDIS

— What is Bluetooth (BT) PAN

— Learning Linux BT mechanisms

— Overview

— Hardware/Software Requirement

— Create OpenWrt Firmware

—  Write OpenWrt firmware

— bluetoothctl utility flexibility

— How to control BT PAN on BlueZ

— Persistence of Pairing Information
— Make NAP work at cold start

* |Introduction to low-end devices
running NuttX with OpenWrt
router

Introduction to NuttX networking
features

How to run Bluetooth on NuttX

Software stack for Bluetooth
networking

BTstack log example

MP3 streaming via Bluetooth
Running RNDIS on NuttX
Working with Wi-Fi on Spresense
Use case for Webserver via Wi-Fi
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* PAN stands for Personal Area Networking

https://www.bluetooth.org/docman/handlers/DownloadDoc.ashx?doc id=6554
— The following roles are defined within the PAN profile.

» Network Access Point (NAP) and NAP service
e Group Ad-hoc Network (GN) and GN service
* PAN User (PANU) and PANU service

Network Bridge / Router
SDP EBNEP BNEP SDP
< > Network
M < > Connection
E L2CAP LMP LMP LICAP | M
<4 E
Baseband <“«—» Baseband
} T - T ™ - g 3~ T_|E
PAN Usel Network Access L LINUX
FOUNDATION
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https://www.bluetooth.org/docman/handlers/DownloadDoc.ashx?doc_id=6554

Dell OptiPlex7040 XperiaXZ (Android7)
Core i7-6700 3.4GHz .

RAM 8GByte
HDD 1TByte

Ubuntu16.04.5 LTS (xenial) BT PAN
= Profile connection

BT USB Dongle
(BSBT4D09BK)

https://kernel.googlesource.com/pub/scm/bluetooth/bluez.git
bluez/test (python script)
- test-nap
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Learning Linux BT mechanisms (2/2)

https://kernel.googlesource.com/pub/scm/bluetooth/bluez.git

bluez/doc/network-api.txt

Network server hierarchy

Service org.bluez
Interface org.bluez.NetworkServerl
Object path  /org/bluez/{hciO,hcil,...}

Methods void Register(string uuid, string bridge)

This API is the essence of NAP role for

BT PAN connection

Register server for the provided UUID. Every new connection to

this server will be added the bridge

‘dbus-send'
@ command can invoke

this API

=

THE

L LINUX

FOUNDATION



; ; BT Dongle rking Support on
Xperia X2 (Android7.0) (BSBT4DO9BK) NuttX/LC823450
PANU H NAP (https://sched.co/DYML)

role - ol # NuttX is POSIX-compliant
i oriented RTOS such as Tiny-Linux.
22D RNDID OpenloT2018 NA Portland
USB2.0
. USB3.0 HUB h/telnet |
BUFFALO WiFi Router (USH-T410BK) SShtenet console
WZR-HP-G300NH
usB2.0
192.168.1.XX/24 Ethernet
LAN side (LAN network segment)

192.168.68.XX/24
(WAN network segment)

Internet
(WAN side)

THE

L LINUX

FOUMDATION


https://sched.co/DYML

« OpenWrt supporting hardware with USB port
— BUFFALO WZR-HP-G300NH (USB 2.0 port)

OpenWrt

You can see https://openwrt.org/toh/start ===

i —
| >
| = s S

« BT USB Dongle supporting PAN profile
— BUFFALO BT USB Dongle BSBT4D09BK
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https://openwrt.org/toh/start
https://openwrt.org/toh/start

* OpenWrt Firmware for WZR-HP-G300NH
with USB RNDIS configuration

| used the below commit at that time .
commit hZ hhilef 5049atbBE Jchd

.config - Operrt Confisguration

Arrow kevs navigate the menu. <Enter> selects submenus ---> (or empty
submenus ----). Highlighted letters are hotkevs. Pressing <Y>
includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to

exit, <P for Help, </ for Search. Legend: [*] built-in [ ] noves th onty Flag from the L ) partition
Thi: s 1 or from which

arget System (Atheros ARTxxx/B8RIxxx) --->
ubtarget (Generic) --->

| B Target Profile (Buffalo WZR-HP-G300NH) -—--

arget Images --->
lobal build settings --->

[ ] Advanced configuration options (for developers) ---- N . . L . .
[ 7 Fuild the Openfirt Image Builder >igned-ott-by: Christoph Kr chterin@zoozlemai | . com>
[ ] Fuild the Operfirt SDK ] ]
[ ] Fackage the Openfirt-based Toolchain https://git.opensrt.org/openwrt/openwrt.git/
[*] Image configuration ---> commit 8722c52b41d551e768b3cc46049afb6657099d59
1 Author: Christoph Krapp <achterin@googlemail.com> THE

<CExit> < Help> <Save> <load> Date: TueJul 3 11:06:20 2018 +0200 L=




Create OpenWrt Firmware

$ git clone https://qgit.openwrt.org/openwrt/openwrt.qit/

$ cd openwrt
$ ./SCI’iptS/feedS Update -a These two command should execute once so that a
$ / ] t /f d ) t ” needed software package can be selected.
JSCrIpts/teeds Install -a
$ cp enable btpan_usbrndis_for wzr-hz-g300nh.seed .config
' | provide config.seed file at the bottom of this slide
$ make defconfig
$ make

Generated firmware exists on ./bin/targets/ar71xx/generic/ directory

THE

L LINUX

FOUNDATION


https://git.openwrt.org/openwrt/openwrt.git/

* Firmware update is done from Web GUI

— BUFFALQO'’s original firmware Web GUI can
accept “openwrt-ar71xx-generic-wzr-hp-
g300nh-squashfs-factory.bin” image

— After OpenWrt firmware is run, firmware
update is done from the OpenWrt Web GUI
(Lucl) using “openwrt-ar71xx-generic-wzr-
hp-g300nh-squashfs-sysupgrade.bin” image
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Please note that “bluetoothct!” is the file name of Bluetooth utility program.

Interactive mode '._':":’t @0perfirt : " # bluetoothct |
hzent registered
'bluetoothJ# power on
[CHG] Controller 00:1B:DC:06:61:04 Class: 0x00020000

l::jl-‘I;'_ . j
[th] Controller 00:1B:DC:06:61:04 Powered: ves
blustooth auit
root@peniirt: " |}

“root@OpenWrt:~#” is shell prompt. “[Bluetooth]#” is the prompt of bluetoothctl.

: : root@ perlirt: # bluetoothct| power on
Single command line [CHG] Controller 00:1B:DC:06:61:D4 Class: 0x00020000

|:'|"|:Zil"|g i Ng power on sSuUcc n—*dn—*d

[CHG] Control ler 00:1B:DC:06:61:04 Powered: ves
root@0penirt : " #

THE

| impressed bluetoothctl utility consideration for both use cases. L. !5!&,9&

| aiilied mi samile control aiilication in mi comiani after | knew that.



Service org.bluez

° SSh Iogln to Openwrt and Set Interface  org.bluez.NetworkServerl

Object path  /org/bluez/{hciO,hcil,...}
NAP U U I D tO bl u eto Oth d Methods void Register(string uuid, string bridge)

Register server for the provided UUID. Every new
connection to this server will be added the bridge

root@OpenWrt:~# dbus-send --system \

--dest=org.bluez /org/bluez/hci0 \
--type=method_call \
org.bluez.NetworkServer1.Register \

string:“00001116-0000-1000-8000-00805f9b34fb” \
string:"br-lan”
root@OpenWrt:~#

THE

L LINUX

FOUMDATION



Please note that “bluetoothd” is the file name of Bluetooth Daemon program. OpenWrit

[bluetooth]# show
Controller 00:1B:DC:06:61:D4 (public)
Name: BlueZ 5.49
Alias: BlueZ 5.49
Class: 0x00020000
Powered: yes
Discoverable: no

Pairable: yes

UUID: Generic Attribute Profile (00001801-0000-1000-8000-00805f9b34fb)

UUID: NAP (00001116-0000-1000-8000-00805f9b 34fh)
UUID: A/V Remote Control (0000110e-0000-1000-8000-00805f9h34fb)

UUID: PnP Information (00001200-0000-1000-8000-00805f9b34fh)

UUID: A/V Remote Control Target (0000110c-0000-1000-8000-00805f9b34fb)
UUID: Generic Access Profile  (00001800-0000-1000-8000-00805f9b34fb)
Modalias: usb:v1D6Bp0246d0531

Discovering: no

THE
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https://www.bluetooth.com/specifications/assigned-numbers/service-discovery/

OpenWiit

Set trusted device in advance (3/6)

Specify the MAC address of BT PANU

role device to be connected (e.g: low-
end device such as second part)

root@OpenWrt.~# bluetoothctl
[bluetooth]# trust 00:02:5B:00:A5:A5
[CHG] Device 00:02:5B:00:A5:A5 Trusted: yes
Changing 00:02:5B:00:A5:A5 trust succeeded
[bluetooth]#

THE
I I LINUX
FOUNDATION



 Make BT discoverable on OpenWrt router

« Pairing your device with OpenWrt router

o Establish BT PAN connection

MO BB - =T 81%0 446PM

< Bluetooth

On

(&) PESRE ST

Available devices

b 4 BlueZ 5.50

$  51E04421:017F

* 64:59:55:00:1D:00

% 4272:51.6AB3EE

* 44:85:87:3F199:31

(@]
-

WO M M %= Fy 80%E 446 PM

< Bluetooth

On
Paired devices

¥ BlueZ 5.50

O CAR MULTIMEDIA

{}  MDR-IRBT

{3} heargo(SRS-HG1)

O raspberrypi

O FuFy i

-]

WO MM -} x4 20% @ 449PM

Paired devices
Name

BlueZ 5.50

Use for

[7] internet access

FORGET

WO MM $dAx“F.d 79% 0 £50PM

Paired devices
Name

BlueZ 5.50

Use for

Internet access

FORGET
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OpenWiit

bnepO appears on BT PAN router (5/6)

When PANU role device connects to router,
bnepO interface appears on BT PAN router
i S (NAP role) . This node is added “br-lan”

B2 bridge interface to which ethernet LAN port
" | " connects.

It means BT PANU device and ethernet LAN
connected device have same LAN side IP
network.

THE
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Wrt: # bret "
bri STP enabled

7f£.00

root@pentirt: § ]

BT PAN
connection

LAN is “br-lan” bridge interface

4 ethernet port
interface is “eth0.1”

WAN is “eth1” interface
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* Nothing to do for BT pairing

« Once BT pairing Is completed by hand,
bluetoothd (BlueZ daemon) will save its
connection data.




« Two things need to be executed at startup time on OpenWrt router
to enable BT NAP role

— Set NAP role to bluetoothd
— BT Dongle Power ON
* “Local Startup” is used for the above operation as shell scripts.

— “Local Startup” locates Web GUI's “System” tab -> “Startup” screen on the
bottom.

Local Startup
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Senior Software Engineer
at Sony Home Entertainment and Sound Products Inc.

Technical background

= 3D graphics, home networking, Internet-to-Home, Embedded Systems
Product development

- Portable Media Player (Linux/Android)

= Digital voice recorder, music player (NuttX)

Public talks

- Arm Techcon 2016, ELC2017NA, OpenloT2018NA, NuttX2019 L JLiNux
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Introduction to NuttX networking features

= Motivation telnetd, webserver, dhcp client, ntp client, etc
Confirm interoperability between OpenWrt

and NuttX by running network applications
on resource limited devices __
= Features

Ethernet and IEEE 802.11 Full MAC --- --

6LoWPAN for IEEE 802.15.4 MAC

USB RNDIS, CDC-ECM -

SLIP, TUN/PPP, loopback devices

IPv4, IPv6, TCP, UDP, ARP, ICMP, ICMPV6, ------
IGMPVv2

DNS name resolution / NetDB
THE
User socket L LINUX

FOUNDATION




How to run Bluetooth on NuttX

- Port the BTstack by Bluekitchen to NuttX
= Based on posix-h4 with H/W flow control
= UART speed : 921600 baud
= Free for non-commercial use

OpenWrt
NAP role Apache2 +

Ubuntu
on virtualbox

— &5

Ethernet

PAN

= Add TAP mode to the NuttX tun driver : | .
- TAP mode is used for network bridge > W WZR HP-G300NH
- NOTE: TUN mode is used for network routing B

MP3 audio streaming demo environment

= HCI_RESET issue in SMP mode
= CSR’s mode change with HCI_RESET is tricky

THE

= Still unstable in SMP mode L JLINUX
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Software stack for Bluetooth networking

BTSTACK
OpenWrt
PAN-NAP role w/
BT DHCP server
PAN
profile
H

WZR-HP-G300NH

THE

- LC823450-XGEVK
LINUX
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H4 device: /dev/ttySl

[2019-06-27 12:12:41.950] - bnep.c.1582: BNEP REGISTER SERVICE mtu 1691
[2019-06-27 12:12:41.950] - 12cap.c.3387: L2CAP REGISTER SERVICE psm Oxf mtu 65535
[2019-06-27 12:12:41.950] - hci.c.2750: hci power control: 1, current mode ©
[2019-06-27 12:12:42.170] - btstack uart block posix.c.189: h4 set baudrate 115200
[2019-06-27 12:12:42.280] - hci.c.3797: BTSTACK EVENT STATE 1

[2019-06-27 12:12:42.490] - hci.c.1077: Resend HCI Reset

[2019-06-27 12:12:42.700] - hci.c.1077: Resend HCI Reset

[2019-06-27 12:12:42.810] hci.c.1878: Manufacturer: 0x000a

Local version information:

- HCI Version 0x0006

- HCI Revision ©x2031

[2019-06-27 12:12:56.990] LOG -- bnep.c.1235: L2CAP EVENT CHANNEL OPENED for BLUETOOTH PR(Q
[2019-06-27 12:12:57.000] LOG -- bnep.c.1259: L2CAP_ 'EVENT CHANNEL OPENED: outgoing connect
[2019-06-27 12:12:57.010] LOG -- bnep.c.694: bnep max frame size for_lanp_mtu 1691 ->
[2019-06-27 12:12:57.070] LOG -- bnep.c.1110: BNEP CONTROL TyDe 2, size: 3, is extensio
[2019-06-27 12:12:57.070] LOG -- bnep.c.879: BNEP CONNECTION RESPONSE: Channel established
[2019-86-27 12:12:57.070] LOG -- bnep.c.79: BNEP EVENT CHANNEL OPENED status ©x@@ bd addr:
BNEP connection open succeeded to 00:1B:DC:06:86:59 source UUID ©x1115 dest UUID: ©x1116,
[2019-06-27 12:12:57.070] LOG -- btstack network.c.264: BNEP device "bnepo" allocated
Network Interface bnep® activated




bytes from 192.168.1.220: icmp seg=3 time=20 ms
bytes from 192.168.1.220: icmp seg=4 time=20 ms
. " bytes from 192.168.1.220: icmp seg=5 time=28 ms
Realtime Traffic 56 bytes Trom 192.168.1.220: 1cmp seq=b6 time=20 ms
bren0 brlan  etho 6tho.1 oth wlan0 bytes from 192.168.1.220: icmp seg=7 time=20 ms
bytes from 192.168.1.220: icmp seg=8 time=20 ms
6 bytes from 192.168.1.220: icmp seq=9 time=10 ms
music #1 music #2 J packets transmitted, 1@ received, 0% packet loss, time 1018(
< ' > - UBnsh> ifconfig
Link encap:Local Loopback at UP
TARR
ﬁlN \f
UV

OpenWrT Status ¥  System~  Network ¥  Logout

inet addr:127.0.0.1 DRaddr:127.0.0.1 Mask:255.0.0.0
(\/\H /An \/ N / 4 A ﬂ \ Link encap:Ethernet HWaddr ©0:02:5b:00:a5:a5 at UP
&| L V | \U UJ | \f | inet addr:192.168.1.156 DRaddr:192.168.1.1 Mask:255.25
|
\J IPv4 TCP UbDP ICMP
2131 202b 083e 0014
60b3 061b 0000 0000
: VHL: 0002 Frg: 0000
J 000 0008 0000 ----
i s - ACK: 0008 SYN: 0000
RST: 0002 06002
eéegg ---- ---- B66e
Inbound:  4.59 kbit/s Average:  4.17 kbit/s C laZza 1lal4 0602 0014
(0.57 kB/s) (0.52 kB/s) e P e
nsh tlnyplay http //192.168.1.228/~ishikawa/audio/sample2.mp3
Outbound:  181.04 kbit/s Average: w tlnyplay [14 14@]
(22.63 kB/s) (15.63 kB/s) nsh> fmt=mp3 ch=2 freg=44100




Running RNDIS on NuttX

LEDE
ache2 +
RNDIS host ﬁguntu

on virtualbox

— &5

Ethernet

PCM audio streaming demo environment

LC823450XGEVK + LEDE (RNDIS) at OpenloT 2018

OpenWrt

RNDIS Host

Firefox
telnet

—p —
USB
RNDIS Ethernet

WZR-HP-G300NH
Spresense

Main board + Extension board

Spresense RNDIS demo

Spresense + OpenWrt (RNDIS) at ELC2019NA

B ll FOUNDATION




= Wi-Fi module : Telit GS2200M
= Radio protocols: 802.11b/g/n (2.4GHz)
= Interface : SPlI 10MHz with DMA OpenWit

Firefox
telnet

i Aot j
Wi-Fi '

Ethernet

= Implement GS2200M driver from scratch*
= Based on the NuttX usrsock
= Both STA and AP modes are supported
= Fix cxd56_gpioint.c for interrupt handling
= TCP and UDP are supported

Spresense + GS2200M WZR-HP-G300NH

Wi-Fi demo environment

= Modify the ulP webserver app for NuttX
= Add a directory listing feature

THE

L LINUX
FOUNDATION
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Use case for Webserver via Wi-Fi

Network applications

e - _

SDHCI Interrupt T ISPI

The latest NuttX upstream + Spresense

Wi-Fi

OpenWrt

)

WZR-HP-G300NH

Web browsing with Firefox

i) 192.168.1.138

Index of /sd0
Name Last modified  Size
o .
audio/ 2019-07-05 16:05 -
ps.txt 2019-07-05 17:06 814
fseventsd/ 2019-07-05 17:48 -
Spotlight-V100/ 2019-07-03 09:24
spresense header code jpg 2019-07-05 17:48 107550
Trashes/ 2019-07-05 16:04
hello.txt 2019-07-05 16:14 8
ulP web server (NuttX 7.30 d228dd3 Jul 5 2019 17:49:54

VirtualBox + Ubuntu




* This work shows how to easily extend an
OpenWrt router

* Also, NuttX networking is feasible on
resource limited devices




| knew about LEDE at ELC2017 session in Portland

OpenWrt/LEDE: when two become one, presented
by Florian Fainelli, (https://sched.co/9IuP)

 https://elinux.org/images/0/0a/ELC OpenWrt LEDE.pdf

* http://eventsl’.linuxfoundation.org/events/embedded-linux-
conference/program/slides ™ Linux



https://elinux.org/images/0/0a/ELC_OpenWrt_LEDE.pdf
http://events17.linuxfoundation.org/events/embedded-linux-conference/program/slides
https://sched.co/9IuP

¥ Developing Audio Products with Cortex-M3/NuttX/C++11
(https://sched.co/900s)

(ELC2017 North America)

DM svmPp and Networking Support on NuttX/LC823450
(https://sched.co/DYML)

(OpenloT2018 North America)
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https://sched.co/9OOs
https://sched.co/DYML

Reference (3/3)

OpenWrt documents
HTable of Hardware (supported hardware list)
https://openwrt.org/toh/start

M Official Documents starting point
https://openwrt.org/docs/start

M Developer Guide
https://openwrt.org/docs/quide-developer/start

M Creating packages

https://openwrt.org/docs/quide-developer/packages

OpenWrt manages software components on a package basis. For this reason, it is better to create a package to import (Porting software component to OpenWrt) . This URL explaines about it. The template of
Makefile realizes easy porting explanation by the example of bridge package.

HQuick Image Building Guide (Image build guide)
https://openwrt.org/docs/quide-developer/quickstart-build-images

HEBUFFALO product information

Wi-Fi router
http://buffalo.jp/products/catalog/network/wzr-hp-g300nh/

BT Dongle
http://buffalo.jp/product/peripheral/wireless-adapter/bsbt4d09bk/

HWIBM WATSON |OT iot-raspberrypi
https://github.com/ibm-watson-iot/device-raspberrypi

Mdbus
https://dbus.freedesktop.org/doc/api/html/index.html
https://www.freedesktop.org/wiki/Software/dbus/

THE
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https://openwrt.org/toh/start
https://openwrt.org/docs/start
https://openwrt.org/docs/guide-developer/start
https://openwrt.org/docs/guide-developer/packages
https://openwrt.org/docs/guide-developer/quickstart-build-images
http://buffalo.jp/products/catalog/network/wzr-hp-g300nh/
http://buffalo.jp/product/peripheral/wireless-adapter/bsbt4d09bk/
https://github.com/ibm-watson-iot/device-raspberrypi
https://dbus.freedesktop.org/doc/api/html/index.html
https://www.freedesktop.org/wiki/Software/dbus/
https://dbus.freedesktop.org/doc/dbus-monitor.1.html

Any Questions?




Thank you for your
participation and
Interest
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 What’s OpenWrt

* Next two slides come from our OpenloT2018

North America “SMP and Networking support
on NuttX / LC823450".




Introduction to LEDE

= Motivation
= Build a shareable network testing
environment for NuttX
- Software
= LEDE project as of ELC2017 session

= The project was forked from OpenWRT that
is famous OSS for the router world as a turn
key solution but they became one again (at
the beginning of 2018)

- Hardware

- WZR-HP-G300NH (buffalo) Wi-Fi router
with USB 2.0 port

WZR-HP-G300NH

% Announcing the OpenWrt/LEDE merge

inslailbag and Liusg LEDE coaled i JERY st ey @ JEN 13 45 fapbis 196K wiras T ieds B2 Hos 16 ks

.=, jowr Symasmn
Bath the Open\Wr and LEDE projects: ame Fappy fo anncunce Feic onficaticn under e Opertf rams.

Afar l2ng and somatined Slewly moving dUSSNE BEcUT T Spaciics of T ra-menge, with sulipa simiar propcsals
but ifie suDSBqUEN: action, we'ne happy 1o announce fhat both projects ane about i execuie the Aral sieps of the menger.

e

OpenWiit

T s, Lnified Opartiel projes will B gerarmed usdar 1hs ks sstabishod by the LEDE groject 200 Astig members
«of bot the former LEDE and Cpen'fir projects will conlinue working on he unified Dpenidrt.

LEDE's fory and sebesgqueni se-mangs inla OesnWit will nol alter the cverall schnical direciion laken by ihe unified
project. e will condnus 1o wark on impeoving slabiity and relsase maintenancs while aiming for feuant minor reeasas
o addreas critheal Bugs and security Bsses Boe wa did with LEDCE 17,01 and fa four poind st undil now.

O pre-1 506 Openi®rt CC releases will not be supparted By the manged project anymone. lsaving thess relnsses without
any Aeluse securily of bug fiees, The Openi’l CC 15,05 rekeass sarie will nacaive & bmiled amoun! of sscerily and tug
fzma. b in 0ot et fully mlegrated in our releass aulcmation. s binany relsasses ans lacking Sshind for now.

The LEDE 1701 releass wil continus io get full sacurly and bug fx suppord for bofs scurce code and binary relagass,
‘Wiie are planning a new major releaze undes e new name in e nect few moniis.




Support RNDIS on LEDE

e

- How to setup - b e T Gl
= Modify configuration - e
= Add network USBO (RNDIS) via LuCl f——
- Change the network setting of USBO

L Bawed cabli

Rapper s for Wienns Wineless des
SHN baned LSE .6 187150 stherset deel

——— .
e — .
e —
T —

=







CONFIG_TARGET_ar71xx=y
CONFIG_TARGET_ar71xx_generic=y
CONFIG_TARGET_ar71xx_generic_DEVICE_WZRHPG300NH=y
CONFIG_PACKAGE_bluez-daemon=y
CONFIG_PACKAGE_bluez-libs=y
CONFIG_PACKAGE_bluez-utils=y
CONFIG_PACKAGE_bluez-utils-extra=y
CONFIG_PACKAGE_dbus=y
CONFIG_PACKAGE_dbus-utils=y
CONFIG_PACKAGE_glib2=y
CONFIG_PACKAGE_kmod-bluetooth=y
CONFIG_PACKAGE_kmod-crypto-aead=y
CONFIG_PACKAGE_kmod-crypto-cmac=y
CONFIG_PACKAGE_kmod-crypto-ech=y
CONFIG_PACKAGE_kmod-crypto-ecdh=y
CONFIG_PACKAGE_kmod-crypto-hash=y
CONFIG_PACKAGE_kmod-crypto-kpp=y
CONFIG_PACKAGE_kmod-crypto-manager=y
CONFIG_PACKAGE_kmod-crypto-null=y
CONFIG_PACKAGE_kmod-crypto-pcompress=y
CONFIG_PACKAGE_kmod-hid=y
CONFIG_PACKAGE_kmod-input-core=y
CONFIG_PACKAGE_kmod-input-evdev=y
CONFIG_PACKAGE_kmod-lib-crc16=y
CONFIG_PACKAGE_kmod-mii=y
CONFIG_PACKAGE_kmod-regmap-core=y
CONFIG_PACKAGE_kmod-usb-net=y
CONFIG_PACKAGE_kmod-usb-net-cdc-ether=y
CONFIG_PACKAGE_kmod-usb-net-rndis=y
CONFIG_PACKAGE_libattr=y
CONFIG_PACKAGE_libdbus=y
CONFIG_PACKAGE_libexpat=y
CONFIG_PACKAGE_libffizy
CONFIG_PACKAGE_libical=y
CONFIG_PACKAGE_libiwinfo-lua=y

CONFIG_PACKAGE_liblua=y
CONFIG_PACKAGE_liblucihttp=y
CONFIG_PACKAGE_liblucihttp-lua=y
CONFIG_PACKAGE_libncurses=y
CONFIG_PACKAGE_libreadline=y
CONFIG_PACKAGE_librt=y
CONFIG_PACKAGE_libubus-lua=y
CONFIG_PACKAGE_lua=y
CONFIG_PACKAGE_luci=y
CONFIG_PACKAGE_luci-app-firewall=y
CONFIG_PACKAGE_luci-app-opkg=y
CONFIG_PACKAGE_luci-base=y
CONFIG_PACKAGE_luci-lib-ip=y
CONFIG_PACKAGE_luci-lib-jsonc=y
CONFIG_PACKAGE_luci-lib-nixio=y
CONFIG_PACKAGE_luci-mod-admin-full=y
CONFIG_PACKAGE_luci-mod-network=y
CONFIG_PACKAGE_luci-mod-status=y
CONFIG_PACKAGE_luci-mod-system=y
CONFIG_PACKAGE_luci-proto-ipvé=y
CONFIG_PACKAGE_luci-proto-ppp=y
CONFIG_PACKAGE_luci-theme-bootstrap=y
CONFIG_PACKAGE_rpcd=y
CONFIG_PACKAGE_rpcd-mod-rrdns=y
CONFIG_PACKAGE_terminfo=y
CONFIG_PACKAGE_uhttpd=y
CONFIG_PACKAGE_zlib=y

# CONFIG_TARGET_ath79_generic is not set
# CONFIG_TARGET_ath79_generic_DEVICE_8dev_carambola2 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_adtran_bsap1800-v2 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_adtran_bsap1840 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_alfa-network_ap121f is not set

# CONFIG_TARGET_ath79_generic_DEVICE_aruba_ap-105 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_avm_fritz300e is not set
# CONFIG_TARGET_ath79_generic_DEVICE_avm_fritz4020 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_buffalo_bhr-4grv is not set

# CONFIG_TARGET_ath79_generic_DEVICE_buffalo_bhr-4grv2 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_buffalo_wzr-hp-ag300h is not set
# CONFIG_TARGET_ath79_generic_DEVICE_buffalo_wzr-hp-g302h-ala0 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_buffalo_wzr-hp-g450h is not set

# CONFIG_TARGET_ath79_generic_DEVICE_comfast_cf-e110n-v2 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_comfast_cf-e120a-v3 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_comfast_cf-e314n-v2 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_comfast_cf-e5 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_comfast_cf-wr650ac-v1 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_comfast_cf-wr650ac-v2 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_devolo_dvI1200e is not set

# CONFIG_TARGET_ath79_generic_DEVICE_devolo_dvI1200i is not set

# CONFIG_TARGET_ath79_generic_DEVICE_devolo_dvI1750c is not set

# CONFIG_TARGET_ath79_generic_DEVICE_devolo_dvI1750e is not set

# CONFIG_TARGET_ath79_generic_DEVICE_devolo_dvI1750i is not set

# CONFIG_TARGET_ath79_generic_DEVICE_devolo_dvI1750x is not set

# CONFIG_TARGET_ath79_generic_DEVICE_dlink_dir-825-b1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_dlink_dir-825-c1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_dlink_dir-835-a1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_dlink_dir-842-c1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_dlink_dir-842-c2 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_dlink_dir-842-c3 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_dlink_dir-859-a1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_elecom_wrc-1750ghbk2-i is not set
# CONFIG_TARGET_ath79_generic_DEVICE_elecom_wrc-300ghbk2-i is not set
# CONFIG_TARGET_ath79_generic_DEVICE_embeddedwireless_dorin is not set
# CONFIG_TARGET_ath79_generic_DEVICE_engenius_ecb1750 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_engenius_epg5000 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_engenius_ews511ap is not set

# CONFIG_TARGET_ath79_generic_DEVICE_etactica_eg200 is not set
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# CONFIG_TARGET_ath79_generic_DEVICE_glinet_gl-ar150 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_glinet_gl-ar300m-lite is not set
# CONFIG_TARGET_ath79_generic_DEVICE_glinet_gl-ar300m-nor is not set
# CONFIG_TARGET_ath79_generic_DEVICE_glinet_gl-ar750s is not set

# CONFIG_TARGET_ath79_generic_DEVICE_glinet_gl-x750 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_iodata_etg3-r is not set

# CONFIG_TARGET_ath79_generic_DEVICE_iodata_wn-ac1167dgr is not set
# CONFIG_TARGET_ath79_generic_DEVICE_iodata_wn-ac1600dgr is not set
# CONFIG_TARGET_ath79_generic_DEVICE_iodata_wn-ac1600dgr2 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_iodata_wn-ag300dgr is not set
# CONFIG_TARGET_ath79_generic_DEVICE_jjplus_ja76pf2 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_librerouter_librerouter-v1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_nec_wg1200cr is not set

# CONFIG_TARGET_ath79_generic_DEVICE_nec_wg800hp is not set

# CONFIG_TARGET_ath79_generic_DEVICE_netgear_ex6400 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_netgear_ex7300 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_netgear_wndr3700 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_netgear_wndr3700v2 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_netgear_wndr3800 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_ocedo_koala is not set

# CONFIG_TARGET_ath79_generic_DEVICE_ocedo_raccoon is not set

# CONFIG_TARGET_ath79_generic_DEVICE_ocedo_ursus is not set

# CONFIG_TARGET_ath79_generic_DEVICE_openmesh_om5p-ac-v2 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_pcs_cap324 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_pcs_cr3000 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_pcs_cr5000 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_phicomm_k2t is not set

# CONFIG_TARGET_ath79_generic_DEVICE_pisen_wmb001n is not set

# CONFIG_TARGET_ath79_generic_DEVICE_pisen_wmmo003n is not set

# CONFIG_TARGET_ath79_generic_DEVICE_gihoo_c301 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_rosinson_wr818 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_archer-a7-v5 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_archer-c2-v3 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_archer-c25-v1 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_tplink_archer-c5-v1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_archer-c58-v1 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_tplink_archer-c59-v1 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_tplink_archer-c6-v2 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_archer-c60-v1 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_tplink_archer-c60-v2 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_tplink_archer-c7-v1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_archer-c7-v2 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_archer-c7-v4 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_archer-c7-v5 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_archer-d50-v1 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_tplink_cpe210-v1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_cpe210-v2 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_cpe210-v3 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_cpe220-v2 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_cpe510-v1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_cpe510-v2 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_cpe510-v3 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_cpe610-v1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_re350k-v1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_re355-v1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_re450-v1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_re450-v2 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_tl-wdr3600-v1 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_tplink_tl-wdr4300-v1 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_tplink_tl-wdr4900-v2 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_tplink_tl-wr1043n-v5 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_tplink_tl-wr1043nd-v1 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_tplink_tl-wr1043nd-v2 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_tplink_tl-wr1043nd-v3 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_tplink_tl-wr1043nd-v4 is not set
# CONFIG_TARGET_ath79_generic_DEVICE_tplink_tl-wr2543-v1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_tl-wr710n-v1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_tl-wr810n-v1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_tl-wr810n-v2 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_tl-wr842n-v1 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_tl-wr842n-v2 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_tplink_tl-wr842n-v3 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_trendnet_tew-823dru is not set
# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_acb-isp is not set

# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_airrouter is not set

# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_bullet-m is not set

# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_bullet-m-xw is not set

# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_lap-120 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_nanobeam-ac is not set

# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_nanostation-ac is not set

# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_nanostation-ac-loco is not set
# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_nanostation-m is not set

# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_nanostation-m-xw is not set
# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_rocket-m is not set

# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_routerstation is not set

# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_routerstation-pro is not set
# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_unifi is not set

# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_unifiac-lite is not set

# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_unifiac-mesh is not set

# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_unifiac-mesh-pro is not set
# CONFIG_TARGET_ath79_generic_DEVICE_ubnt_unifiac-pro is not set

# CONFIG_TARGET_ath79_generic_DEVICE_wd_mynet-n750 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_wd_mynet-wifi-rangeextender is not set
# CONFIG_TARGET_ath79_generic_DEVICE_winchannel_wb2000 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_xiaomi_mi-router-4q is not set

# CONFIG_TARGET_ath79_generic_DEVICE_yuncore_a770 is not set

# CONFIG_TARGET_ath79_generic_DEVICE_zbtlink_zbt-wd323 is not set

# CONFIG_TARGET_ath79_generic_Default is not set

# CONFIG_TARGET_ath79_nand is not set

# CONFIG_TARGET_ath79_tiny is not set
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