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What are the fundamental TCG Components?

= Hardware based Root of Trust

 TPM (Trusted Platform Module)

« Write protected Boot ROM
= Software Support

« TSS (TCG Software Stack)

« TPM Device Driver

» Trusted Boot Support (Trust Measurement)
= Infrastructure

» Credentials — PKI
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Hardware

= TPM Protects
» ldentity (Private Keys)
* Integrity (Platform Configurations)

= TPM for Embedded Platform...
» Discrete TPM

Discrete TPM

+ TPM for PC Platform (LPC bus) TEM
« Atmel AT97SC3201S supports 12C bus! CPU
- CPU Embedded TPM ROM
+ Intel PXA27x (Also supports Trusted ROM) Embedded TPM
« Software TPM with Strong Separation
+ ARM11 TrustZone? Normal

CPU

Trusted Area

Software TPM

& ez —
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Software

= Specifications
* You can download them from TCG site
+ TPM Main Specification v1.1b and v1.2
+ TCG Software Stack (TSS) Specification v1.1
= Opensource Implementation from IBM
« TPM Device Driver for LINUX (GPL)

2

« TSS (TCG Software Stack) for LINUX (CPL)
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TCG Components Overview

\
Remote Platform
4 E D
- Application
Application
.
I
RPC

TCG Software Stack Spec.

— TCG Main Spec.

(PC Platform Specific Spec.)

TRUSTED
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Take a look at the technical
detail of our demonstration

Arcom Viper (Industry Controller based on XScale and Linux)

TRUSTED
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Bill Of Materials

Daughter Board
97SC3291S 3
ller : Philips PCA9564

(for RTC)

Java
S With Integrity Che

TCG Enab
TPM Device Dri
LSM Modules: IM

r

ale (PXA255 400MHz) : B
lash, 64MB SDRAM Work as CRTM(Core
4 M

TCG Enabl
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Transitive Trust

= Integrity Measurement Strategy
* RedBoot measure itself and Kernel Image
« Kernel measures Executables, Shared libraries and Loadable Kernel
Modules
*  The OSGi bundle loader measures integrity of each bundle JAR file
before loading it

- I

Measure

POR

Extend(n,digest):
Measure ' PCR[n] = SHA1(PCR[n] + digest)
TPM
TRUSTED
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Linux - Security Enhancement

= LSM (Linux Security Module) )
* LISD (Linux Intrusion Detection System) I
+ MAC Policy Enforcement ~ Stacked!
* IMA (Integrity Measurement Architecture)
—

+ Integrity Measurement

Linux Kernel Hook Points
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Demonstration — Stored Measurement Log (SML)

= Contains sequences of related measured values. Each
sequence shares a common measurement digest.

SML

<5 IBM TCG Platform Management Tool

BEX)

File TPMTSS Credentials

Integrity  Help

Eventlog

irl Frr F‘lianf I‘“nmnnnﬁnts ate

G5 4 | 91fE9e087 2 dhdg. . Consistent with PCR[4]
513 4 | 7afhE713h62TECh. . i j

67 A | frdafm2ad61frela... Consistent with PCR[A]
63 g | d33221185cc84e?. . | Operating System

69 g | B6cdchbBlEE0a6s... | Operating System

0| 11 | 3ef8les10c3fdc... | hash MISMATCHIN

71| 11 | A92h649adafeldd... |1d-2.3.3.50 MISMATCHIN

T2 11 | Bheldb89162378... | init MISMATCHIN

73 11 [ 1fd36cecd03fcadd... | libtermcap.s0. 20880 | MISMATCHN

74| 11 | e33b79add1 2dfEd... | libselinux.so.1 | MISMATCHIN

a | 11 | Tefidel415bbbdar.. | libdl-2.3.3.50 | MISMATCHIN

T | 11 | 8edaderd0crifas... | libc-2.3.3.50 | MISMATCHIN

7 11

1]

Verified by PCR

Od0dfereRddAR8Ae lihnes files-2 3 3 o hd 1= hd ST HIL
Refresh EventLog | Verification { DCRY

/

——Verified by
Integrity Database

Connected to ThinkpadX30 |
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Attestation (Integrity Reporting)

= Root of Trust Reporting
« To expose shielded-locations for storage of integrity measurements (PCRS).
* To attest to the authenticity of stored value based on trusted platform identities (AIK).

PCR Values

£ IBM TCG Platform Management Tool

|File TPMISS Credentials Integrity Help

PCR

Walle

Usage

Gtate |

arc83e72I7EMRIBE1 0027,

CRTM, POSTERIOS and E...

Trusted -

3430427546591 aa4h7as..

matherboard Configuration

Trusted

ehb3baaee?s74hhE37 aa...

Option ROM Code

04fdecddd01dammE24c1m...

Trusted |

3achZb5fB0ed2c2ech12.

IPL Code (MBR of Boot H..

Trusted

fdbadiak77eac] 286106

BIOS

Trusted

04fdecdd301dafffz4c19..

O4fdecdds01dafifi24c19..

S2d6c105dth0a1 4d0d084.

Linux kernel

Trusted

00000000000000000000...

00000000000000000000...

Ta39dh45e78547 704

IMA Mesurement

Lse Dynamic A...

00000000000000000000... |

resh Quote Save

Compare

Retrive new PCR values

Connected to ThinkpadX30 |

o ez
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£ Quote (Attestation)

X]

Select AlK | BDB6E6EE-0101-0200-0708-CEE44C72F600 |

Auth Secret [====

Quate (Attestation)

[v| PCRO [v] PCR8
[¥l PCR1 ] PCR9
[v] PCR2 [ PCR1D
[C] PCR3 [ PCR11
[ PCR4 [[] PCR12
[¥l PCR5 [ PCR13
[C] PCR6 [ PCR14
[ZI PcR? [ PCR15

Qubte

£» Quote Result

alidation —-- OK
Selected PCR: 0,1,2,4,5,8,
PCR Values

27cB3eViiT76f218810c273313284258863 fchfaf
3430427596801 aadb7alacafc004434ee40b03
ehh3bhaase7574bb63 Taash670f 9ac lheehf £80£3
39achib5fi0e8icicctliactiBibdiohisf7dYel
6dbaf8ab677eacli861ebBheld45362684d201f6dk
52dec105dfh0al4d0d0848 £853b3002 720645974
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Seal/Unseal

= TPM_Seal: External data is concatenated with a value of integrity
metric sequence and encrypted under a parent key.

=  TPM_Unseal decrypts the blob using the parent key and exports the
plaintext data if the current integrity metric sequence inside the TPM
matches the value of integrity metric sequence inside the blob

iy Seal {TBD. PGR Composite is based on current Trusted PGRs) ﬁ

Select Wrapkey |BDB?EEBH-I]1I]1-I]2I]I]-I]?I]B-.ﬂ.l]BED1ﬁEBEI]I] - |

Auth Secret [~ |

Concatenated with

Plain Message SealedMessane (Basetd)
/ PCR Values

Hello? 4amcsicysABWOa3IFaRQzr
tibzho3cZnzfLKRkLWaW+HIgy

Bzuh T 9HXM gk M Lax QT
<< LInseal buiikLkeSfF AECEWmMesdankl
2m+HjcZCx01 ANgrhpDuaioy?
1kEMhtfkd RZjzbTIBMMLLYF 118 [
ChnoGoaxAlgadF ZomiLDpaGs §§§§§
TMPIskK4 W ATOPiggBtaHW 2
1j20m3z0MOAL 3 2WNTOFZP |5
A

Clear

Close

I
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Conclusions

TCG develop and promote open, vendor-neutral
Industry standard specifications for trusted

computing building blocks and software interfaces
across multiple platforms

Hardware protection for Keys used by various
applications

Hardware protection for Platform Integrity - this
achieve an evaluation of assurance

Lowest cost — standardized security solution

Future Works

+ Integrity Management and Validation
*Vulnerability, Provisioning....
« Credential, Infrastructure
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Thank you!

Trusted RFID Gateway will be demonstrate at upcoming RSA Conference.
See you at the IBM booth
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Links

Trusted Computing Group (TCG)

Linux Intrusion Detection System (LIDS)

Integrity Measurement Architecture (IMA)

TPM Device Driver for LINUX (GPL)

é CELINIY Forum TRUSTED ]
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