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About Us

ÅPavel Machek <pavel@denx.de>
ÅCooperating with Denx
ÅKernel hacker
Å4096R/92DFCE96 
Å4FA7 9EEF FCD4 C44F C585 B8C7 C060 2241 92DF CE96

ÅSZ Lin ( ) <sz.lin@moxa.com>
ÅWorking for Moxa Inc.
ÅDebian developer
ÅContribute to Linux and other OSS projects
Å4096R/9561F3F9
Å178F 8338 B314 01E3 04FC 44BA A959 B38A 9561 F3F9
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Civil Infrastructure

https:// www.airpano.com /360Degree -VirtualTour.php?3D=San -Francisco -
USA
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The key challenges
Industrial 

grade

Sustainability

Security

ÅApply IoT concepts to 
industrial systems.

ÅEnsure quality and 
longevity of products.

ÅKeep millions of 
connected systems 
secure.

ωProduct life-cycles
of decades

ωBackwards compatibility

ωStandards

ωReliability

ωFunctional Safety

ωReal-time capabilities

ωSecurity & vunerability 
managment

ωFirmware updates

ωMinimize risk of regressions

Embedded Linux Conference Europe 2019



CIP is the Solution
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ωProduct life-cycles of decades

ωBackwards compatibility

ωStandards

ωReliability

ωFunctional Safety

ωReal-time capabilities

ωSecurity & vunerability managment

ωFirmware updates

ωMinimize risk of regressions

Industrial 
grade

Sustainability

Security



CIP is the Solution
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CIP Core packages

(tens)

CIP kernel
(10+ years maintenance, based on LTS kernels)

additional

packages

(hundreds)

company-specific middleware and applications

Establishes an òOpen Source Base Layer (OSBL)ó
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Linux Kernel

App container 
infrastructure (mid - term)

App Framework
(optionally, mid - term)

Middleware/Libraries

Safe & Secure
Update

Monitoring

Domain Specific communication
(e.g. OPC UA)

Shared config . 
& logging 

Real- time support
Real - time / 

safe virtualization

Tools Concepts

Build environment
(e.g. bitbake , dpkg )

Test automation

Tracing & reporting 
tools

Configuration
management

Device management
(update, download)

Functional safety
architecture/strategy , 
including compliance
w/ standards  (e.g., 
NERC CIP, IEC61508)

Long - term support
Strategy : 
security patch
management

Standardization
collaborative effort with 
others

License clearing

Export Control 
Classification 

On-device software stack
Product development

and maintenance

Application life -
cycle management

Security

Multimedia

Super Long Term Supported Kernel (STLS)1

3

2

CIP Core Packages4 4
1

4

56

The Scope of CIP
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Super Long Term Support Kernel Workgroup

ÅThe first action taken by the CIP project is to select and maintain Linux 
kernels for very long time (10+ years). 

ÅApplying the PREEMPT_RT patch to CIP Kernel, then maintaining as CIP-
RT.
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SLTS kernel Real-time Testing CIP Core
Security 
WG(*)

Software 
update WG

1 32 4 5 6
(*): Workgroup

Ṋ Ṋ Ṋ Ṋ Ṋ Ṋ Industrial grade

Ṋ Ṋ Ṋ Ṋ Sustainability

Ṋ Ṋ Ṋ Ṋ Ṋ Security

CIP Projects and its scopes



Policy and Progress
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Current LTS Versions (Retrieved 22nd, Oct 2019)
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Version Maintainer Released Projected EOL

5.4 Greg Kroah-Hartman & Sasha Levin2019-XX-XX Dec, 2021

4.19 Greg Kroah-Hartman & Sasha Levin2018-10-22 Dec, 2020

4.14 Greg Kroah-Hartman & Sasha Levin2017-11-12 Jan, 2024

4.9 Greg Kroah-Hartman & Sasha Levin2016-12-11 Jan, 2023

4.4 Greg Kroah-Hartman & Sasha Levin2016-01-10 Feb, 2022

3.16 Ben Hutchings 2014-08-03 Apr, 2020



CIP SLTS Kernel Development (Upstream First Development)

ÅGoal
ÅProviding CIP kernels with more 

than 10 years maintenance 
period
ÅSuper Long Time Stable kernel

ÅStatus
ÅLTS review process participation
ÅCIP SLTS kernels release
Å4.4.196-cip38
Å4.19.78-cip12

ÅCIP kernel CVE tracker
ÅCIP kernel failed patches tracker

Mainline / LTS

Mentor /
Maintainer

Developers

CIP kernel team

Review and test
results/ Fixes

Feature
mainlining

LTS kernel

CIP SLTS 
kernel

1 1 2

3

1 Upstreaming 2 Merge 3 Integrate and test
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Introduction to CIP Kernel Team Member 

ÅChairperson

ÅSZ Lin ( )

ÅMaintainer 

ÅNobuhiro Iwamatsu

ÅPavel Machek

ÅMentor

ÅBen Hutchings
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Current SLTS Versions (Retrieved 22nd, Oct 2019)
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Version Maintainer First Release Latest Release Projected 
EOL

4.19
Nobuhiro Iwamatsu&
Pavel Machek

2019-01-11
Åv4.19.13-cip1

2019-10-12 
Åv4.19.78-cip12

2029+

4.19-rt Pavel Machek
2019-01-11 
Åv4.19.13-cip1-rt1

2019-10-02 
Åv4.19.72-cip10-rt3

2029+

4.4
Nobuhiro Iwamatsu&
Pavel Machek

2017-01-17 
Åv4.4.42-cip1

2019-10-12 
Åv4.4.196-cip38

2027+

4.4-rt Pavel Machek
2017-11-16 
Åv4.4.75-cip6-rt1

2019-10-02 
Åv4.4.190-cip36-rt25

2027+



CIP SLTS Kernel Development

Maintenance Policy
Åhttps:// wiki.linuxfoundation.org/civilinfrastructureplatform/cipkernelmai

ntenance

ÅFollow the stable kernel development rule as the basis

ÅValidation will be done by CIP test infrastructure and/or members

ÅFeature backports from CIP members are acceptable

ÅAll features has to be in upstream kernel before backport to CIP kernel

Å/Lt Ƙŀǎ ά¦ǇǎǘǊŜŀƳ ŦƛǊǎǘέ policy

ÅThe CIP Project uses the Linux Foundation Developer Certificate of Origin 
(DCO)
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CIP SLTS Kernel Development

Out-of-tree drivers

ÅIn general, all out-of-tree drivers are unsupported by CIP

ÅUsers can use CIP kernel with out-of-tree drivers

ÅIf a bug is found in such a modified kernel, users will first demonstrate that 
it exists in the CIP kernel source release in order for the CIP maintainers to 
act on it. 

Embedded Linux Conference Europe 2019 15



Feature  backports

CIP SLTS Kernel Development
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Mainline

Stable 4.4.y

4.4

EOL

CIP SLTS (linux-4.4.y-cip)

Backported 
patches

CIP SLTS (linux-4.19.y-cip)

4.19

Maintained by 

Iwamatsu and Pavel Stable 4.19.y EOL



The Sources of CIP Patches

Embedded Linux Conference Europe 2019 17

CIP patches

Stable patches

Backported 

patches

cip-dev@lists.cip-project.org

V Security issue
V Bug fixes

V Security issue
V Bug fixes
V Feature backports



Patches Review
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Stable Patches Review Participation
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Stable patches

Review Stable Patches



Stable Patches Review Participation
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Stable patches

Kernel 4.4

Kernel 4.19

Review Stable Patches



Stable Patches Review Participation
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Stable patches

Review Stable Patches

> --- a/drivers/infiniband/core/restrack.c

> +++ b/drivers/infiniband/core/restrack.c

> @@ -209,7 +209,7 @@ void rdma_restrack_del(struct rdma_restr

> struct ib_device *dev;

>

> if (!res->valid)

> - return;

> + goto out;

>

> dev = res_to_dev(res);

> if (!dev)

# return;

This test does return, does it need to go through 'goto out', too? (I

see it should not happen, but...)

> @@ -222,8 +222,10 @@ void rdma_restrack_del(struct rdma_restr

> down_write(&dev->res.rwsem);

> hash_del(&res->node);

> res->valid = false;

> + up_write(&dev->res.rwsem);

> +

> +out:

> if (res->task)

> put_task_struct(res->task);

> - up_write(&dev->res.rwsem);

> }

Mainline says res->task = NULL is needed there, see fe9bc1644918aa1d.

Best regards,

Pavel

Reviewed by Pavel for 4.19-stable



Difference Between -stable Kernel Rules and Rules Imposed in Practice

a) It or an equivalent fix must already exist in Linus' tree (upstream).

Enforced. Strong preference is given to merging exactly the same patch as in upstream.

b) It must be obviously correct and tested.

Preference is given to a): buggy patch is merged, then fix is merged as followup.

c) It must fix a real bug that bothers people (not a, "This could be a problem..." type thing).

Anything that looks like a bugfixis merged, includes trivial memory leaks that leak few bytes per boot and missing of_node_put().

d) It must fix a problem that causes a build error (...), an oops, a hang, data corruption, a real security issue, or some "oh, that's not good" 
issue.  In short, something critical.

Build-time warnings, run-time warnings, confusing printk messages and loglevelchanges for printk messages are applied.

e) It cannot contain any "trivial" fixes in it (spelling changes, whitespace cleanups, etc).

Certainly not enforced. There is preference to taking patches from mainline with no changes.
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CIP Kernel Team Contribution to Upstream Statistics (Retrieved 25th , Oct 2019)
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CIP Members Patches Review Participation
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CIP member 

patches

[cip-dev] [PATCH 4.4-cip] ARM: dts: socfpga: Rename 
socfpga_cyclone5_de0_{sockit, nano_soc} Jan Kiszka
[cip-dev] [PATCH 4.4-cip] ARM: dts: socfpga: Rename 
socfpga_cyclone5_de0_{sockit, nano_soc} Nobuhiro Iwamatsu

[cip-dev] [PATCH 4.19.y-cip 0/4] Add USB supportBijuDas
[cip-dev] [PATCH 4.19.y-cip 0/4] Add USB supportPavel Machek
[cip-dev] [PATCH 4.19.y-cip 0/4] Add USB supportPavel Machek

Kernel 4.4

Kernel 4.19

Review CIP Member Patches



Feature Backported Patches Statistics in CIP Kernel 
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CIP SLTS Real-time Support

Stable-rt

CIP SLTS-rt

+PREEMPT_RT Follow the CIP SLTS with 
PREEMPT_RT patch

Validate by CIP members
Take over from 

maintainer 
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CIP SLTS+PREEMPT_RT (will be separately maintained by CIP members)

ÅCIP kernel tree based on linux-stable-rt and patches from CIP SLTS

ÅValidation will be done by CIP



CIP SLTS Real-time Support

ÅCIP has become a Gold Member of the 
Real Time Linux Project 

Å²ƘŀǘΩǎ ƴŜȄǘ

ÅWork together with the RTL Project

ÅMore information

Åhttps://wiki.linuxfoundation.org/realtime/rtl/start
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