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SW360£SW360D1 A M=V GE

- BIOIOFREX
. https://elinux.org/images/3/31/SW360-JapanTechnicallJamboree67-
2.pdf

. A A= ERBIT
. OSSEIEY—)l SW360 - A—T>Y-R%&A-T>Y-IATEIBULLS
. https://qiita.com/K-Hama/items/90a6105a16400ce3e718
. EXTE I
. OSSEIEY—)l SW360 - A—T>Y-R&A-T>Y-IATEIBLLS (2. &E
m €h1)
. https://qgiita.com/K-Hama/items/c66d9becf9aeb8f8863¢e
. Github
. https://github.com/eclipse/sw360

. A=>JYZ K~
. https://accounts.eclipse.org/mailing-list/sw360-dev
. https://accounts.eclipse.org/mailing-list/sw360-users
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https://elinux.org/images/3/31/SW360-JapanTechnicalJamboree67-2.pdf
https://qiita.com/K-Hama/items/90a6105a16400ce3e718
https://qiita.com/K-Hama/items/c66d9becf9aeb8f8863e
https://github.com/eclipse/sw360
https://accounts.eclipse.org/mailing-list/sw360-dev
https://accounts.eclipse.org/mailing-list/sw360-users

What is SW360? And How to Install SW360

Previous Presentation
. https://elinux.org/images/3/31/SW360-JapanTechnicallJamboree67-
2.pdf

. How to install (Japanese)
. OSSEIEY—)l SW360 - A—T>Y-R%&A-T>Y-IATEIBULLS
. https://qiita.com/K-Hama/items/90a6105a16400ce3e718
. How to set (Japanese)
. OSSEIEY—)l SW360 - A—T>Y-R&A-T>Y-IATEIBLLS (2. &E
m €h1)
. https://qgiita.com/K-Hama/items/c66d9becf9aeb8f8863¢e
. Github
. https://github.com/eclipse/sw360

. Mailing list
. https://accounts.eclipse.org/mailing-list/sw360-dev
. https://accounts.eclipse.org/mailing-list/sw360-users
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SW360 and
OpenChain Specification
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https://www.openchain.org/
https://www.slideshare.net/ShaneCoughlan3/giving-everyone-access-to-open-source-best-practices-the-openchain-curriculum

Example OSS Using Process

Apply for Open Chain Processing

Plan/ Design/ Approval/ Manufacturing/
Specification Development Registration Release

| u | N 1 _ outgoing
Software

S

uo1EdNUBPI)

Review
Specifications

Notices &
Attribution

of software
scheduled to
be used

UOoI3|3S

Written offer

uonedyLapn ©
uonnqiisia ©

uonesyidA ©

9NSSI 9A|0SYD
uoinje.lsibay

g Manufacturing

Desigh& . Department,
Development Certification Quality Assurance _
Department meeting Department ) OpenChain 1.2

Example od Compliance Management End-to-End Process

Ref: https://www.openchain.org
https://www.slideshare.net/ShaneCoughlan3/giving-everyone-access-to-open-source-best-practices-the-openchain-curriculum

Note: Add step @ Selection © 2019 Toshiba Corporation 10



https://www.openchain.org/
https://www.slideshare.net/ShaneCoughlan3/giving-everyone-access-to-open-source-best-practices-the-openchain-curriculum

OSSEH¢SW360
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SW360, Gitlab, &=t/B% |
FOSSology,
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OSS Management and SW360

Using and Managing OSS system (Concept)

Plan/Specification l 0SS
) .
—— License Communlty
m"m Project Start Vulnerability
Internal ﬁg:;/oerﬁw%iacgee Export Control &
0SS User customs
SW360, GitLab, Design/DeveIopmentl
~ FOSSology,
(CF : CVE-Search
? Manufacturing o Company Internal
OSS Management
Customers License OSS Version System
= Documents OSS Code

Approval
/Registration

COOOPENCHAIN

© 2019 Toshiba Corporation 12
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Management information by SW360

Management OSS component version

Management and Associate Project Information
With OSS Component

Project register snapshot Component register snapshot

[ Dol deslovasep common 00.0)]

—f Name. Vendor. Version. )
Programming Languages.
Oprerating System.
Contributors. Download URL.
License. CPE ID. etc Y,

Name, Version.
Project visibility. Project type.
Group. Project owner. &

OSS Information
Linked each other

© 2019 Toshiba Corporation 14
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Beginning of using 0SS

SW360:

O Create new project

O If an existing project exists, make sure that it
IS appropriate
O Determine the project participants and give

them appropriate access right

Specification

Development

Design/

Approval/
Registration

Manufacturing/
Release

Plan/ l

1

|
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@ Selection

SW360 :

OConfirmation of used components
(ex. OSS, commercial software, etc.)

OIf necessary, refer to past usage records etc.

Specification Development Registration Release

Plan/ l Design/ Approval/ Manufacturing/ l
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2 Identification

SW360 :

ORegister used component (OSS) information
(name, version, acquisition source, and other
information that can be entered)

OCheck the source code of OSS source
ORegister to use OSS
OOSS administrator approves

Plan/ Design/ Approval/ Manufacturing/
Specification Development Registration Release
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@ EH

SW360(ER5T) :
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® Audit

SW360(To Be Discussed) :

ORegister OSS Source code (with version)

OlLicense scan (License information from Fossology)

OCode Scan (For detection unknown OSS)

ORegister OSS Usages (For design specification / management)

ORegister CPE ID (For detecting valunavility)
ORegister ECC (Export Control) Information

Specification

Design/

Development

Approval/
Registration

Manufacturing/
Release

Plan/ l
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Review
Specifications
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@ Resolve Issue

SW360 :
OUpdate Component Information
O Bill of Material document output (For review)

Plan/ Design/ Approval/ Manufacturing/
Specification Development Registration Release
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® Review

SW360(To Be Discussed) :
ORegister implementation record
Example:
- Finish solve all license conflict issues?
- Architecture review : OSS and Self-made source code
Link Review : Especially, connect with LGPL source code
— If you find any kinds of problem,
you need to report develop department.

Plan/ Design/ Approval/ Manufacturing/
Specification Development Registration Release
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® Approval

SW360(To Be Discussed) :

ORecord Approval Information
(Approver, Date, Incidental condition, etc.)

This step’s goal

-Verify that all confirmations and reviews of OSS usage have been completed
-Approve :Announced the OSS conditions of use to the Manufacturing department
-Disapprove: Announced the reason for manufacturing department

Specification

Design/

Development

Approval/
Registration

Release

Plan/ l

Manufacturing/ l
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@ Hix

SW360(E4R5Y) :
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@ Registration

SW360(To be discussed) :
OOSS (Name, Version, Person in charge, etc.)
And Projects (Name, Project Version, etc.)

Note : Need operational rules?

Specification Development Registration Release
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SW360 :
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Notice

SW360 :
OCreate easy-to-read copyright and license list

ORegister the format of the product attachment and
output the document

Plan/ Design/ Approval/ Manufacturing/
Specification Development Registration Release
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© HHETRIHREE

SW360(E1&5Y) :
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@Verification

SW360(To be discussed) :
OFinal confirmation that registration information is correct
OConfirm that notice documents etc. are registered
« Determine how to distribute code that includes OSS
« Confirm that the distribution source code matches the product binary
« Confirm that the notice document meets the license

« Make sure there is no useless information (such as useless comments) in
the public source code

— Need to make it possible to check the implementation status and workflow

Specification Development Registration Release
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Distribution

SW360(To be discussed) :

O Register Distribution information’

example :
Release period

Package for distribution

Source code URL

Plan/
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Development
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Approval/
Registration

Manufacturing/
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@ Verification

SW360 (Z1R5T)
O Register the final verification results
POV,
BUIII T3S XU TOLRYA M5
IEBCY—-A0-RZAFU. BFRL. RmeEU
EDOMAFTE, ADNAINTESBEREZMERR

e B ESEEd e RS

|

A
11 1

®

S
@

(uoneoyrap) ©

OSSFHIAFE
DYVIboT7

SR
S

Bi%
( uongtc%ﬁsm) e

TR

( uo&amas) @

HEOMD
nes!
(200N
SN\ 2 R\

(uoneosynuapy ®
(ansst a/\|osau)@

(jenoaddy)
(uonensibay

© 2019 Toshiba Corporation 37



@ Verification

SW360 (To be discussed)
O Register the final verification results
This step’s goal

If you publish it on the web, you can obtain the source code
from the published site without any problems, extract it, confirm
that you can get the same as the product, and you can compile it.

Plan/
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OpenChain Japan WG It
Tooling Sub Working Group t

Discussion
SW360
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SW360 and OpenChain

OpenChain
Siemens provided SW360 information

. Openchain-japan-wg@lists.linuxfoundation.org

« Oliver from Siemens has some great slides on the topic.
Attached.

. https://lists.linuxfoundation.org/mailman/private/openchain
-japan-wg/attachments/20190510/f0fdae60/attachment.pdf

. https://wiki.linuxfoundation.org/ media/openchain/036 o0ss to
oling 20190506 fossology and sw360 updates 04.pdf
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Big Picture — Integrated Compliance Toolchain
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Oliver Fendt

H H#([Openchain-japan-wg]Xx—U>JUZ )
https://lists.linuxfoundation.org/mailman/private/openchain-

japan-wg/attachments/20190510/f0fdae60/attachment.pdf
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Big Picture — Integrated Compliance Toolchain
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Unrestricted 2019 License: CC-BY-SA-4.0 Oliver Fendt

B8 ([Openchain-japan-wg]X—U>4JUZ )
https://lists.linuxfoundation.org/mailman/private/openchain-
japan-wg/attachments/20190510/f0fdae60/attachment.pdf
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OpenChain Japan WG
Tooling Sub Working Group discussed SW360

OpenChain Japan WG Tooling Sub Working Group
https://wiki.linuxfoundation.org/openchain/jwg tooling sg page
https://wiki.linuxfoundation.org/openchain/minutes
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RERUNEIT DY -INEDOIEE (HEETERN)

® ITFAT7RIEHREUS . : .

® FOSSology, BlackDuck, FOSSID, BAT (Binary Analysis), Insignary, This slide is

® FOSSology: B 4 X b—)LIE#R. docker/vagrant i& A only Japanese
St AIER SEROLS Language

® Github.com/Hitachi/Open-license OSS-license-open data

® OSADL compliance checklist

* M RIBEHRIRE
® SPDX Tools, SPDX Dashboard, Cleary defined (MS Azure)
* BB
® Sw360, FOSSA,
* Sw360EEHMRET : NTIRER. BI<K A VR F—ILIER. HESE. ..
® V-ZO-REHEDEEE (WFIVDITHEND)
® GitLab, Yocto,
® ERR. 1-RT—A UAME
® doubleOpen(?), BlackDuck Hub

Double Open Landscape Survey

o
https://github.com/doubleopen-project/doubleopen-
CGQ publications/blob/master/publication.md#double-open-landscape-survey

OPENCHAIN b
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Open Chain Japan Tooling Group T SW360:%:f

XY= )V DFETETFTENMEM TIMEN A 2 E /R B *

- A A=IVEF

-- AV AR=ILHSFERWOIERIBPSW360D/-23> 2217 LdnD

--- HOENUHIEETIRDIIF— 25U TR A DELERZTERL . IET D
-- DockerTA > AR=)L TSR VE

--- https://github.com/sw360/sw360chores/issues/52

-- Vagrant®fs!

--- https://github.com/sw360/sw360vagrant/issues/9

- BVERT

- ¥IRAES TE 37 ENANEARER

-- EFERTEREHER

- EITHR(SHEZR VAR REFzHE

- NI IMEERDVESR

-- Github_E(Cissueiiss

- Y —)LEDEEIFIRHER

-- BCHBFEDY - IV EEE S EHRS

--- https://github.com/sw360/sw360bdpImportService
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Open Chain Japan Tooling Group T SW360:%:f

XY= )V DFETETFTENMEM TIMEN A 2 E /R B *

- A A=IVEF

-- AV AR=ILHSFERWOIERIBPSW360D/-23> 2217 LdnD

--- HOENUHIEETIRDIIF— 25U TR A DELERZTERL . IET D
-- DockerTA > AR=)L TSR VE

--- https://github.com/sw360/sw360chores/issues/52

-- Vagrant®fs!

--- https://github.com/sw360/sw360vagrant/issues/9

- BVERT

- ¥IRAES TE 37 ENANEARER

-- EFERTEREHER

- EITHR(SHEZR VAR REFzHE

- NI IMEERDVESR

-- Github_E(Cissueiiss

- Y —)LEDEEIFIRHER

-- BCHBFEDY - IV EEE S EHRS

--- https://github.com/sw360/sw360bdpImportService
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Open Chain Japan Tooling Group T SW360:&:&

* J\OA=N> ZANER I —)VTHRTE *

- BRI - ERDRBWE BBEURINTA-N AN TRVBIEESEN DD,

-- WIS OMFEMEND N BLEDICEEK I BICEESITNEVVD ? 71T 7HE,

- Bixonaiial

-- (HAROYVI NI 7HFEEIBICEIUE?)ERULYLI VI K-> M T OS> 1 M DER
ZFR80(3{aTh ?

- E55 4 IBEREUSRNIZR{LECPE IDOFIAHTGE

-- cvesearch.default. *.threshold OB I I/ \TA—4

--- https://github.com/eclipse/sw360/wiki/User-Vulnerability-
Management

-- CPE IDTCEREUIKWLWIUR—> MEHD, 2O AE2HE
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Open Chain Japan Tooling Group T SW360:&:&

* J\OA=N> ZANER I —)VTHRTE *

- BRI - ERDRBWE BBEURINTA-N AN TRVBIEESEN DD,

-- WIS OMFEMEND N BLEDICEEK I BICEESITNEVVD ? 71T 7HE,

- Bixonaiial

-- (HAROYVI NI 7HFEEIBICEIUE?)ERULYLI VI K-> M T OS> 1 M DER
ZFR80(3{aTh ?

- E55 4 IBEREUSRNIZR{LECPE IDOFIAHTGE

-- cvesearch.default. *.threshold OB I I/ \TA—4

--- https://github.com/eclipse/sw360/wiki/User-Vulnerability-
Management

-- CPE IDTCEREUIKWLWIUR—> MEHD, 2O AE2HE
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Open Chain Japan Tooling Group discussed SW360

"Settings are complex, and tool operation is unstable "

* Issue: (Installation)

sw360 depends on many OSS components (and their versions) and needs many

settings. When we install sw360, it is difficult to find correctly work

ing combination of component versions and settings. If combination is in

correct, the tool does not work at all. In addition, updates of OSS comp

onents may turn correct combination into incorrect combination.

Al:

To search systematically the correct combination to work and record the

results. (e.g. combination of Linux distribution and sw360chores)

To share the result in the subgroup.

Examples:

Failure in Docker installation
https://github.com/sw360/sw360chores/issues/52
Failure in Vagrant installation
https://github.com/sw360/sw360vagrant/issues/9

* Issue: (Operation)
Initial settings are not clear.

Al
To share settings in the subgroup.

* Issue: (Operation)
Unexpected behaviors

Al:

To share unexpected behaviors.

To verify if it is specification or bug.
To report it in ISSUE of GitHub.

To share reference configuration.

* Issue: (Operation)
Importing service is unknown by many people.

Al
To share information in the subgroup.

Example:
https://github.com/sw360/sw360bdpImportService
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Open Chain Japan Tooling Group discussed SW360

"Need effective standardized operation rules"

*Issue:
Operation rule may affect sw360 performance. But users do not know how t

o define appropriate operation rule.

Al
To share idea.
How to define dependency of packages in sw360.

* Issue:
Component naming rule affects accuracy of getting vulnerability informat
ion.

Al
How to define naming rule of components. Naming rule should be considere
d in the way that Japanese engineers can operate easily.

* Issue:

Relation between getting vulnerability information and CPE 1D

There is recommended parameters for cvesearch.default.*.threshold
https://github.com/eclipse/sw360/wiki/User-Vulnerability-Management
It is difficult to learn CPE ID.

Some components are difficult to be described by CPE ID.

Al
To discuss idea.

"Localization"

*Issue:
Current ECC (Export Control Classification) support page is not applicab

le to Japan.
https://github.com/eclipse/sw360/issues/406

Al
To describe how companies use ECC in Japan.
To share idea to modify ECC in the subgroup.
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F&dH/Sammury

- SW360

o EARBEBENHNIEVVHSEEERUIZL
o EDIDTERITINZEHTSEEZEmRUIL
« OpenChainJapan Tooling Sub GroupTti&:®

« It is good to discuss the required function

« It is good to discuss the way to operate SW360
« OpenChainlapan Tooling Sub Group discuses SW360
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HFT

Open Source Summit Japan 7H18H (K)
16:50-17:30

Using SW360 for OSS Complience Management
Process - Kouki Hama , Toshiba

https://ossalsip19.sched.com/event/OVtF/using-
sw360-for-oss-complience-management-
process-kouki-hama-toshiba

CEN & IT4—RI\WIBFEWNLELET |
Please join !
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