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Presentation outline

» Everything you have always wanted to know about

TimeDoctor
— Key features
— Setup on a Linux based, embedded system

» Example use cases
— Detection and resolution of real time issues
— Performance monitoring and analysis

» Conclusions and future work @
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Introduction to TimeDoctor




Features

» Graphical tool for visualizing time stamped debug information
— Available as an ECLIPSE plug-in or a standalone executable

— Philips/NXP development, recently made available under open source
license

#F About TimeDoctor

» Real Time objects monitoring \;
nexperia

For more information on TimeDockar visik:

— Tasks
_ E Ve n tS gﬁ%ﬂ?:iésﬂrﬁgﬂs Rovval Philips Eleckronics MY,

— Semaphores @
— Message Queues

— I nte rru ptS [Feature Details ] [Plug—in Details ] [Cnnfiguratinn Details

http:/fsourceforge.netfprojects/timedockor

» Statistics computing for CPU time spent in task and interrupts
— For a defined period of time
— For all the recorded samples

» Collection of general purpose information
— Agents
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Outline of the tool (1/4)

#¥ TimeDoctor Performance Visualizer, E|ﬁr5—(|
File Edit Trace Window Help
..+\.-.A‘-">(‘<{> S
B live _record_tF1 tdi #F log_singledec_live_francez.tdi X =l
CPU Freq: 240000000H:
: 3166, 732ms

Memary Freq: 12000000 Loty e 3167ms 3167 2ms 3167 dms 3167 s 3167 3ms 3168ms 3168,2ms 3168,4ms
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» (1) Tasks:
— Kernel thread
— User space thread

» (2) ISRs:
— Kernel interrupt
handlers

» (3) Agents:

— General purpose
(Here top-half
interrupt handlers for
platform specific
drivers )

COMPANY CONFIDENTIAL 5



Outline of the tool (2/4)

#¥ TimeDoctor, Performance Visualizer,
File Edt Trace ‘Window Help
N IR S G
@ Iive_record_tfl.tdi i

CPU freq: 240000000H:
Memary Freq: 12000000

o0oms 1050ms

swap
SYNC | | |
TAVS | | |
MWOC 1 1 1
JIME i1 n n
TYOR | ‘ |
TADR, | ‘ |
MYDI | |

xSt |

trace] COMFIG
CPU_TIMER
[trace] SYNC

brace| YIMSP1

YMIP_DMA
[frace) T5_INO_DMA
[frace] WIDEC_DEC

I

1109,56ms

1 100msr

1150ms

1230, 64ms (+0,1215)

1200m= 1250ms 1300m= 1350ms 1400m= 1450m

» (1)-(2) Timing

I Y S S N SN NN Y [ S I

‘o j a1 measurement
8 R Y T

| A | I N R R . [

| o [ & [ §= G| [ .
oo by Zoom in & out

[trace] COMFIG
[trace] SHNC | | |
[trace] AUDIO_DEC S i
[trae] WMSPL | | |
[trace] YMSP_DMA | | |
[trace] TS_INO_DMA |

[trace) WIDEO_DEC | |

[ |t S I S O O
T T o O A S 110 S 10 S
NN N O 0 OO O N GO £ FS IO
|1} [ [ [— R S (1 | —
| | (| | | | Juciil
| I | | I | |

¥
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Outline of the tool (3/4)

# TimeDoctor, Performance Visualizer

File Edit Trace Window Help
N R I
¥ live_racord tF1.bdi X

EEX

=0

CPU freq: 68000000Hz
Memory freq: 120000000Hz s

|| TASKS &

1370,703ms (+1,687ms)
1371ms 1372ms 1373ms

~

» (1) Preemption between
tasks and ISRs

TIME T n

= » (2) Preemption between

appC | T I

TWOR.

TADR

appC

appC

appC
| -
teace] CONFIG

[trace] T5_INO_DMA

[tuace] WISPL

[teace] WMSP_DIMA

[tuace] CPU_TIMER:

| B GFo

[tiace] SGEDE_DMA

[toace] GPIOI_13

[teace] AUDIO_DEC
SEMAPHORES =

Semaphore 0x&16a360
EYENTS

AGENTS
Leace| COMFIG

[tace] T5_INO_DMA
[2eace] WMSP_DMA
[tace] WHSPL

[tace] SGEDE_DMA
[-ace] AUDIO_DEC

v £ |

vy
4\

(B oc :_rnﬂq T T ISRs
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Outline of the tool (4/4)

imeDoctor Performance Visualizer
File Edit Trace Window Help
B e e > AT

-

- (1) Tasks

Pt = O ik Task statistics 52 =7 = O || E& Trace Line Statistics &2
CPU Freq: 240000008 | o4 1 Lo End ti | 11,605932764705582 Statisics for SYNC ' mm
Memory Freq: 12000 SR S e ec L s : ) S u a ry
Task | Mr. Executions  Nr. ExecutionsfSecond | Load (%) Interrupts/Second || Start time (sec): 0.0 End time (sech: 11605932754 705552
[trace] xSt swap 2410 207,68 84,5 1938,94 Skatistic Total Load | Minimum/Execution  AveragefExecution | MasimurmExecution —_ Executl O n
SYNC 578 49,62 1,16 14,56 = -
6 et TAVS 576 49,62 0,15 1,46 B Execuions
s s , -
ot MYDC Saa 50,74 1,68 60,56 Mr, executions 576 49 #fs 1 1 1 _ Load
TIME 1144 95,54 1,12 32,82 Time inc, interrupks 45,049ms 0,41% 69,0295 §3,41%us 96, 294us
EVEN TYDR 461 39,71 0,18 9,04 Time ex, interrupts  48,049ms 0,41% 69,029us 23,41%us 96,294us
{Tazz) ke TADR. 449 36,68 0,1 3,45 - Interrupts —_ Inte rru pts
@ o MyDI 592 51 0,73 22,4 Hr, interrupts 0 o#)s 0 0 0
= P ?)'(tSt ;19 éﬂégs g:g? EJ?; Inkerrupt time 0s 0% 0s 0s 0s
ot ini ) ) J]
B kdvb 7 0,6 0,02 0,34
[race] biash exst 12 1,03 0,02 0,17 2 D I
Im exdt 11 0,95 0,01 0,17 h etal ed
B chiiiE exst B 0,69 0,09 1,98 ..
even & 0,69 0,02 0,17 t t t
Lrace] CPU_TIMER. mvlt 4 0,34 0,01 0,34 S a IS ICS
pdfl 2 0,17 0 )
[trace] SYNC port 1 0,09 0,01 0,17 _ Load
(i) AUDIO_DEC || Bash 1 0,09 0,01 0,43
) et — Minimum
Leace| YIMSP_DMA A
[zrace] T5_INO_DMA - Ve rag e
[ ioEo pec — maximum
Leace| GPIO
(o] GPIO_12
[irace] UARTO

EVENTS
'NOTES
Timew'rap
AGENTS

[trace| CONFLG

AUDIO_DEC
WMSP1

WMSP_DMA

T5_INO_DMA

WIDEOQ _DEC < R |
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Implementation (1/2): modification of code

» In Kernel space:

— A Linux driver: 225 LOC (include and source files)
» Low-intrusion logging functions to record the debug events (assembly and C)
Control of the event buffer
Public control API (e.g reset/start/stop the logging)

— Kernel patches (fork.c, sched.c, arch/xxxx/interrupts.c): 106 LOC
« Thread creation and context switching
Interrupt occurrences

» In user space:
— A /proc interface to control the logging and to dump the event buffer
— A Perl script (~300 lines) to convert the event buffer into a TimeDoctor
compliant input file.
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Implementation: dataflow

6 Log.bin —»

h -
P q

Log.tdi

log2tdi

300 LOC

""""""""" ~I/proc/timedoctor

Logging driver

225 LOC/L

N
Event

buffer
~

Kernel

NIRQ handler [+ 7Y

interrupts
Thread |« scheduler
control

106 LOC
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Summary

» Tool enabling monitoring of CPU activity through an easy to use,
graphical user interface

» Helps with performance analysis and debug
» Easy to customize to log specific messages

» Embedded part is easy to adapt to a new OS, and has a very low and
predictable overhead

COMPANY CONFIDENTIAL 11

h
P



More concretely? Example use cases




First issue: HDD access (1/3)

» The IDE driver was developped by a third party

» Basic testing was performed by the subcontractor:
— HDD recognition was OK
— Data transfer was OK
— Integrity of the data was OK

» BUT, after integration in the system this one was not working properly
(freezes, hick-ups, crashes)

» Let’s look at how TimeDoctor let us understand the root cause
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First issue: HDD access (2/3)

#F TimeDoctor Performance Yisualizer

File Edit Trace Wi

@ lve_record_tF1.kdi

ndow  Help

A R O

@ log_singledec_live_francez.kdi

¥ log_cp 2.6.19.1. ki X EERNEeE R

CPU freq: 68000000Hz
Mermory Freq: 1200000

[teace] SYNC
[teace] MWDC
[Zeace] kblo
[zaee] pofl

CONFIG
(trace] SYNC
CPU_TIMER
[irace| GPIO
GPIO_13
trace] GPIO_12
EVENTS

NOTES
AGENTS

[trace] COMFIG
teace| SYMC

TASKS =
(tace] TIME ETEL T e T T e e T e i
B cp | I N I - | I .| |

[ 50,2325

50 4s 50Fs 50,83 s 5128 51 ds 51 Bs

EECEEEEEE ettt e e e e et e e e b e e e e e e e e e ety
AR R R R R I IR R R AR R R R R RN ARRARERA AT
L rrermerrrererrnnil Lmrn i [
1mi m [ (I (I | [l

I | I | .

[ 1 - ol I -

| I | LA | [

11 I | AN N I
(NN ARRRRARRR AR RINIRR AR (IR AR RN R R AR ERRRRRRIRRY
LTI TRTATIRAR T TN, yisaninny LT TR
(R I e nmmit i | I 1ne 11 (| frr rmn
[ 0 e nemer eer (A1 I N 11 | I L1l

>
-
-~

51,7135 (+1,4815)

51 8z 52z

h

P

» This testis a
simple copy of
a file from the
HDD to
another file on
the HDD

» (1) Look at
CPU_TIMER
interrupt
(=kernel tick),
you can detect
hick-up in the
rate of this
ISR
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First issue: HDD access (3/3)

#¥ TimeDoctor Performance ¥isualizer
File Edit Trace Window Help
LR T N G

50578,015ms
3057 0ms ?Jbtiuf’ns a0590m: S0600ms 3061 0ms S0E20ms S0E30ms S0E40ms 508

@ live_record_EF1.kdi @ .Iog_singledec_live_FranceZ.tdi p} log_cp_2.6.19.1.tdi X @ log_osd.kdi =8 ., 1 ( ; P U iS
CPU freq: 68000000Hz 50531, 705ms (+13,65ms)
Memory freq: 12000001 -
|| TAsks X OC e In an
fErame) cp £ . t t f
Erace] SYMC In errup Or
g | | | | |
(=] et TTTTTTIn MTTTT | TITTTTT n |
s I ] m N I
(G sh i TTT 17 1 M1 A | ] IN|

TIME
kblo M n — | Il ~ 1 4 mS
T
|T—

(el CONFIG NI 8 1 I mrrrrerrrre e

e [ @ “ : " — LL » The root cause
|
|

(= oo | | 1 n

| | | L was an IDE bus

—— . conflictdue to a

() oM L i i ENRRNERN EEAREERRRR AR RN R
() svhC ] | I I

wrong ordering
of DMA requests
and register
accesses
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Second issue: video freezes during execution (1/2)

#E TimeDoctor Performance Visualizer
File Edit Trace Window Help
L R O G

@ live_record_tF1.bdi

@ log_singledec_live_france2. tdi

3 log_cp_2.6.19, 1Ltdi §¥ log_osdtdi X =0

CPU freq: 63000000Hz
Memory freq: 120000000Hz

| TAsks [
[tme] swwap
[tcace] DI
[tace) TWDR
[frace] appC
[irace] TIME
[12aee] TOVE
{Erace] appC
[teace] SYNC
(e MYDC
[teace] TaS
{frace] appC
[frace] appC
[frace] appC
[taee] TADR
{Erace] appC
[frace] appC
[frace] app
Zeace] in.t
teace) bash
[frace] appC
[ace] even
[frace] appC
{race] appC
[frace] appC
[frace] app
(Frace] appC
[frace] appC
[frace] appC
[frace] appC

&, 1365 (+1,6455)

Os 1= 23 3=

LA TR R AR TN (TN
IR0 000 00RO 0000 0O OO AR RCAO RO RO O ERRINANA RO
A | B
e e ) s s o F e | A
00 O 0 0000000 OO0 00000 000000000 0 000000000 0 1000000000 OO0 0000000 O U0
000 0RO 00O 0 0000 0 00 0O O OO A O
O 0 1O AR
0 0 000 000 O
e e
| 1 s 4 . N 6 e O 1 e 1 [ 50 £
| ] L 5 5 A 550 | ] [
| | | | | ([ | |
00 A RS (TR
N 1 T TR T 11
LIRETTTTNTER BT R AT TN RN Inmne e
11

11l I Il L1 I -

» (1) Hum, look at
the big hick-up
In swap thread,
(represents
IDLE time)

» (2) One appC
thread is blocking
the CPU for
almost 1s
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Second issue: video freezes during execution (2/2)

[ et ]

Dl
TYDR
appc
TIKE
ToYE
appc
SYNC
MDC
TAYS
TADR
apc
appc
appC
appc
appC

p
CONFIG

IDEQ_DEC
CPU_TMER
WWSP_DMA
WhSP
AUDIO_DEC
SGOK_DhA
SYNC
TS_IND_Dh&
GRIO

GRIO_12

IR

5

[—— 6.4z 6 fiz 6.7z 6.8z 69z T= 71z Tz T ki
s E I n

h

Tz

':éi%?:l.l:' I'I III'I :1 .Illl':':nlll':'l IIIIII'I:III'I'III:"IIII'I'I':"I'I'II:I'III'“TII:'.I;I:I.:III

II'.'HIHII"l'l?l'l"l'llé;llll"l'lI'Il"I'II"lI'l”l'l!"I”l'll'l?I”.'I'.'ll"l'.'ll.ll'.'l'.

» (1)(2)The video and
audio decoders are
starving

» (3) Because the
demultiplexer stops
feeding them

» (4) Because the

thread that feeds the
demux is blocked

although declared as
SCHED_FIFO

» (5) The root cause

was that the priority
of this thread was
wrong

P
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Summary

» TimeDoctor helps visualize the real time behavior of a complex
application to detect and analyze issues

» Combine with expert knowledge of the system-under-test it gives

precious hints to help isolate the root cause, thus saving considerable
debug time
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Performance analyzing and
monitoring




Zapping time

» Measured on transitions between R1/R2 transponders (BFM / Arte)
Average 2.4s, peak 3.6s for A/V program change

rﬂ TimeDoctor Performance Yisualizer g ﬂ

File Trace ‘Window Help
ﬂ audiovideoZapExkraTS.tdi X =0 % Trace Line Statistics &4 =0
;E';'ﬂ;:zqf’é:?'i‘agﬂﬂﬂ 1506551 chapt time (sech: 0.0 End time (sec):  14,86222220833333¢

s 35 10s ] Statistic | tatal || wirimumg... | Averager... | Masimum
NOTES - - N, executions 5 1 1 1
IR_FRAME_EVENTS r m* [ m* HN' M’ r m - Timeinc interrupts 11,8115 18115 2,3625 3,649

- e Timeex, inkerrupts 11,8115 1,811s £,36s 3,649

CH_CHANGE_EVENTS [ r r " r g : ! : :
Z8P_ALIDIO_EVENTS r r r r " ~Nr, interrupts 0 0 i 0
ZAP_VIDEC EVENTS r r r r r - Tnkerrupt time 0 s s s
AGENTS - ——
ZAP_ALIDIO | | | | [ 1]

74P WIDED | | | | | | | |

12534, 184ms - 13511,568ms i B
977, 38dms | 234572050 cycles
String (19367 = audio_change_request
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CPU budget (1/2)

#% TimeDoctor, Performance Visualizer

File Edit Trace MWindow Help

@} log_live_tunerd_recording_tuner_with_cabok,kdi 22

Nr. ExecutionsfSecond

248,63
95,11
134,49
37,93
77,2
56,51
52,17
60,74
27,59
0,67

3
5,45
26,51
41,05
4,69
9,9
25,03
20,26
27,03
5,45
5,45
1,11
2,3

Bg~d
End kime (sech 89894 32676470589
Load (%) InterruptsiSecond
53 879,25
2,21 35,04
2 61,35
5,42 74,2
6,5 91,89
2,23 33,48
0,24 4,56
0,29 22,56
0,11 3,56
0,03 0,33
0,09 1,78
0,18 3,56
0,51 8,79
1,49 27,51
0,11 1
0,13 1,59
1,81 27,92
1,92 27,92
1,57 24,81
0,13 2,67
0,1z 2,56
0,03 0,44
0,07 0,89
0,02 0,11
0,06 1,78
0,21 3,45
0,2 3
0,06 0,89
0,02 0,56
0,01 0,22
0,09 1,78
0,02 0,11
0,02 0,22
0,02 0,11
0,08 1,67
0,01 0,22
0,05 1
0,01 0,11
0,01 0,56
0 0,11
0,01 0,33
0,02 0,44

M, | o e
) . ) ) . | ) . Task  Mr. Executions

[tce) appC | [ I I T
(T appc | | | | TIME 1209
B I woC €04
1| e
[Tace] appC I | | [ TWDR 546
= | | den &
[Eace) port 11 1 apC 27
(e it [ | :EEE ;31
i) appC | [ MYDI 369
rpci I :EEE ;;
(2] im. appC 261
[trace] bash :EEE gig
o @
CONFIG :EEE é?
[trace] WMISP_DIMA :EEE ?5
ffee] W11SP1 appc 17
[tace] TS_TMO_DMA :EEE ég
ffrace| CPU_TIMER fﬂi'ftc ;D
(ize] 5GDK_DMIA ] appg i“
[(race| ALIDIC_DEC Edp\?b ]
[tame] VIDEQ_DEC (N Ennn————, || k40
[tece] T5_IM1_DMA I T I ;sﬁc 3
(iee] GPIO IR rm ne e e nenme !i?trt ;
[tece] GPIO_12 T O T Y e AN Y AT appC 5
| SEMAPHORES b i 2
EEIC - it 3
[acens ———F besh |5

. |

\
y

y
h

Use the «Statistics »
tab for tasks (/ISRs)
based profiling

In this use-case, you
can easily check that
the CPU is 53%
IDLE

The results can be
exported and
processed with
external tools for
reporting
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CPU budget (2/2)

Task workload

5% 8%

19%

O SYNC
B TIME
O TDVB
O appC
B MVDC
O TAVS
B TVDR
O TADR
B even
B MVDI
O mvit
O kdvb
B kdvb
W pdfl

B port
M init

E rpci
Oin.t

O bash

h
P

» 50 % is consumed
by the application.
We should check
this with our
subcontractor ;-)

» 19 % is consumed
by a kernel thread
which is doing
stream copies into
LinuxDVB: decision
has been taken to
replace this by
MMAP’ed HW
buffers
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Summary

» TimeDoctor can also be used to measure and analyse specific
performances (zapping time, boot time,...)

» Helps you check the CPU usage is in line with your predictions or
requirements and do a first level profiling
— Helps you focus your optimization efforts

» Facilitates the generation of performance reports that can be easily
automated as part of the build process
— CPU consumption per thread, ISR
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Conclusion




Conclusion

» TimeDoctor offers a convenient way to visualize and analyze the real
time behaviour of embedded systems

» It shortens the debug cycle of complex issues by helping isolate most
probable root causes

» It helps understand where you CPU cycles go and why

» The embedded bit has a very low overhead, is small and easy to port to
virtually any OS

» It's easy to learn and use
» It's available now on SourceForge (Eclipse Public License)

» Yet it's not the panacea, but just another tool in the embedded
developer’'s toolbox
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Future work

» More meaningfull names for tasks
» Release the Linux driver and kernel patches
» Hook to code profilers

» Automation for use in context of automated non regression tests
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See it in the showroom
... although you’ll not see much ;-(
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Questions?
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