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About me

My name is Gilad Ben-Yossef.

| work on upstream Linux kernel cryptography and security and the maintainer of the
arm® TrustZone® CryptoCell® device driver.

I've been working in various forms with and on the Linux kernel and other Open Source
projects for close to twenty years —i.e. I’'m an old bugger... ©

| co-authored “Building Embedded Linux Systems” 2nd edition from O’Reilly.

I’'m a co-founder of HaMakor, an Israeli NPO for free and open source software and of
August Penguin, the longest running Israeli FOSS conference.
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Salmon leaping at Willamette Falls
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Salmon leaping at the Linux staging tree

“The Linux Staging tree (or just "staging" from now on) is used to
hold stand-alone drivers and filesystems that are not ready to be
merged into the main portion of the Linux kernel tree at this
point in time for various technical reasons.

It is contained within the main Linux kernel tree so that users can
get access to the drivers much easier than before, and to provide
a common place for the development to happen, resolving the
"hundreds of different download sites" problem that most out-of-
tree drivers have had in the past. “

Greg KH

5 © 2017 Arm Limited q r m



What is Arm° TrustZone” CryptoCell?

Normal world Secure world

"Readers Digest version:

. Tt's a HW block that handles
system security.
) vides crypto, root of RTOS - RTOS

« It pro
+rust, secure boot and

debug. .
® IT 9063 |n a SOC, OUTSlde The H Control interface

core. g:
. Tt serves both +rusted and

untrusted worlds.

arm



Taking upstream a long out-of-tree driver

commit abefd6741d540fc624e73a2a3bdef2397bcbdo64
Author: Gilad Ben-Yossef <gilad@benyossef.com>
Date: Sun Apr 23 12:26:09 2017 +0300

staging: ccree: introduce CryptoCell HW driver

Introduce basic low level Arm TrustZone CryptoCell HW support.
This first patch doesn't actually register any Crypto API
transformations, these will follow up in the next patch.

This first revision supports the CC 712 REE component.

Signed-off-by: Gilad Ben-Yossef <gilad@benyossef.com>
Signed-off-by: Greg Kroah-Hartman <gregkh@linuxfoundation.org>
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You weren't supposed to see this!
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Checkpatch Hell

CHECK: Alignment should match open parenthesis

#1485: FILE: drivers/staging/ccree/ssi_cipher.c:1485:

+ SSI_LOG_DEBUG("%s alg registration rc = %x\n",

+ t_alg->crypto_alg.cra_driver_name, rc);

CHECK: Alignment should match open parenthesis

#1488: FILE: drivers/staging/ccree/ssi_cipher.c:1488:

+ SSI_LOG_ERR("%s alg registration failed\n",

+ t_alg->crypto_alg.cra_driver_name);

ERROR: trailing whitespace
#1492: FILE: drivers/staging/ccree/ssi_cipher.c:1492:
+A MM list_add_tail(&t_alg->entry, S

ERROR: trailing whitespace
#1494: FILE: drivers/staging/ccree/ssi_cipher.c:1494:
+AMNSSI_LOG_DEBUG("Registered %s\n", $

CHECK: Alignment should match open parenthesis

#1495: FILE: drivers/staging/ccree/ssi_cipher.c:1495:

+ SSI_LOG_DEBUG("Registered %s\n",

+ t_alg->crypto_alg.cra_driver_name);

total: 134 errors, 112 warnings, 87 checks, 1503 lines checked
ALL PICTURES SHOWN ARE FOR ILLUSTRATION PURPOSE ONLY. ACTUAL HELL MAY VARY.

NOTE: For some of the reported defects, checkpatch may be able to
mechanically convert to the typical style using --fix or --fix-inplace.

NOTE: Whitespace errors detected.
You may wish to use scripts/cleanpatch or scripts/cleanfile
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CCREE driver lines of code count over time
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What got fixed?

Reinventing the wheel
Backwards compatibility
Using the wrong API
Duct tape engineering
Zombie code

Macro gymnastics

Don't repeat yourself
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Reinventing the wheel

void ssi_buffer_mgr_copy_scatterlist_portion(
u8 *dest, struct scatterlist *sg,
uint32_t to_skip, uint32_tend,
enum ssi_sg_cpy_direct direct)

struct scatterlist t_sg;

ctriirt crattarlict ¥rirrant co — ca vimiAd aa mmmir o~ mmanbiawm/cbviiak Aaiiiaa KA A O KA ArE: cbviiad canbbaAdlice Ko~

What does this code do?
Is this function unique to my module?
If not, what are the other users doing?

/*update the offset in the sg entry*/
t_sg.offset += current_sg->length - cpy_index;
/*copy the data*/
if (direct == SSI_SG_TO_BUF){
sg_copy_to_buffer(&t_sg, 1, dest, cpy_index);
}else {
sg_copy_from_buffer(&t_sg, 1, dest, cpy_index);
}
current_sg = sg_next(current_sg);
nents--;

if (end > sg_index) {
if (direct == SSI_SG_TO_BUF) {
sg_copy_to_buffer(current_sg, nents,
&dest[cpy_index], end - sg_index);

}else {
sg_copy_from_buffer(current_sg, nents,
&dest[cpy_index], end - sg_index);
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Backwards compatibility

“If you’re backwards compatible, you’re really backwards”
-- Don Mattrick

void ssi_buffer_mgr_unmap_aead_request( 1 0T YT A TRRERR 1
struct device *dev, struct aead_request *req) e i S i i et
{ 3690085685 EE58556S §T5T5EETESTSRT8ES8IS8ESSTsE8SEt68ES5ETSETSETassETs SE556ss
struct aead_req_ctx *areq_ctx = aead_request_ctx(req); At e e
#if LINUX_VERSION_CODE >= KERNEL_VERSION(4,3,0) 22202200 220 2000022 20020LT.LOLLRLALTLTLL L 2 LT 2TL_22L T _TLLAL_LALLT_LLL
struct crypto_aead *tfm = crypto_aead_reqtfm(req); R T e S N A T T R
uint32_t dummy;
bool chained;
uint32_tsize to_unmap =0;
#endif
if (areq_ctx->mac_buf _dma_addr !=0) {
SSI_RESTORE_DMA _ADDR_TO _48BIT(areq_ctx->mac_buf dma_addr);
dma_unmap_single(dev, areq_ctx->mac_buf dma_addr,
MAX_MAC_SIZE, DMA_BIDIRECTIONAL);

31 T L Ll ¥ 20 55 0000 00 0 OV EC X ZOIMELTTE IR OEM B LN M LM 0 2N 0L
0 000 00 0LOLOLLILOLOLLD L300 0oo 0.0_000_0_o08¢C 0. _0_0_0
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Out-of-tree driver kernel and product version management

1.1

CCREE 712

CCREE 713
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Upstream driver kernel and product version management

o |—[ = |—[ | e

Latest kernel

https://backports.wiki.kernel.org
“The Backports Project enables old kernels
to run the latest drivers.”

ccree 713 ccree 713

ccree 712 ccree 712

3 1.3

1.3

Stable kernels backports cernel 3.18 corel 4.9 Kernel 4.14
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Using the wrong API

gby@sugar:~/src/cc_swy/.../linuxS wc -1 ssi_sysfs.c gby@sugar:~/src/linux/.../ccreeS wc -| cc_debugfs.c
436 ssi_sysfs.c 101 cc_debugfs.c

“sysfs - The_ filesystem for exporting kernel objects. Debugfs exists as a simple way for kernel developers to

make information available to user space. Unlike /proc,
What it is: which is only meant for information about a process, or
~~~~~~~~~~~ sysfs, which has strict one-value-per-file rules, debugfs has
sysfs is a ram-based filesystem initially based on ramfs. It no rules at all. Developers can put any information they
provides a means to export kernel data structures, their want there.

"attributes, and the linkages between them to userspace.”
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Duct Tape Engineering

Engineering Flowchart

NO
Problem
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Problem
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Macro Gymnastics

#define DX_HOST_IRR_REG_OFFSET  OxAOOUL

#define DX_BASE_HOST_RGF OxOUL
#define READ_REGISTER(_addr) ioread32((_addr))
#define CC_HAL_READ REGISTER(offset) READ REGISTER(cc_base + offset)
#define CC_REG_OFFSET(unit_name, reg_name) \

(DX_BASE_ ## unit_name + DX_ ## reg name ## REG_OFFSET)
irr = CC_HAL_READ_REGISTER(CC_REG_OFFSET(HOST_RGF, HOST_IRR));

#define CC_REG(reg_name) CC_ ## reg name ## REG_OFFSET

static inline u32 cc_ioread(struct cc_drvdata *drvdata, u32 reg)

{

return ioread32(drvdata->cc_base + reg);

}
irr = cc_ioread(drvdata, CC_REG(HOST_IRR));
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Zombie Code

Dead code is buggy code

gby@sugar:~/src/linux/drivers/staging/ccreeS git log --oneline . | egrep '(dead|used)’
642edOc staging: ccree: remove dead code

c5bf891 staging: ccree: remove unused and redundant variable idx
2af630f Staging: ccree: Remove unused variable monitor_lock
707c76a staging: ccree: remove unused completion

17d46da Staging: ccree: Remove unused variable.

e8e5110 staging: ccree: remove unused type CCFipsSyncStatus_t
b091fad staging: ccree: remove unused function

1cOcccd staging: ccree: remove dead code

ef78342 staging: ccree: drop no longer used macro

c928f1d staging: ccree: remove unused struct

841d1d8 staging: ccree: remove unused debug macros

6c5ed91 staging: ccree: remove unused function argument
b4573c9 staging: ccree: remove unused code

18 © 2017 Arm Limited




Don’t repeat yourself

Get started in programming

with the newest techniques
commit 28b1ad901fce45c0f3027f7380fa1589d4bfclb4

. . Beginning
Author: Gilad Ben-Yossef <gilad@benyossef.com> .n
Date: SunJan 7 12:14:32 2018 +0000 Programml g

FOR

staging: ccree: fold common code into service func l i MMIES

Fold common code in hash call into service functions. aih Edition CD-ROM features

examples and code
in several languages

A Reference

Signed-off-by: Gilad Ben-Yossef <gilad@benyossef.com> for the :
s i Bllac@beny _ , Rest of Us!
Signed-off-by: Greg Kroah-Hartman <gregkh@linuxfoundation.org> FREE eTips at dummies.com'
drivers/staging/ccree/ssi_hash.C | 339 ++++++++tttttttttttttttttttttiobtir b - -

1 file changed, 116 insertions(+), 223 deletions(-)
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The Happy End

commit 8151dal1c5624c8d43ffbc90e93falecdc4da9ab
Author: Gilad Ben-Yossef <gilad@benyossef.com>
Date: Thu Mar 8 07:39:48 2018 +0000

staging: ccree: remove ccree staging copy

Now when the ccree driver has been accepted into
the cryptodev tree we can remove the staging tree copy.

Signed-off-by: Gilad Ben-Yossef <gilad@benyossef.com>
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Thank Youl!
Danke!
Merci

G L
HYMED!
Gracias!
Kiitos!
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Tyler Olivieri <sleepingzucchini@gmail.com>
Wei Yongjun <weiyongjunl@huawei.com>
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NO FISH WERE HARMED DURING
AND THE MAKING OF THIS PRESENTATION.
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The Arm trademarks featured in this
presentation are registered trademarks or
trademarks of Arm Limited (or its
subsidiaries) in the US and/or elsewhere. All
rights reserved. All other marks featured may
be trademarks of their respective owners.

www.arm.com/company/policies/trademarks
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