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What's the problem?

2 © ARM 2016



Linux has bugs today

git log --oneline \
--grep='Fixes:' \
v4.7..v4.8-rc1 | \
wc -l

503
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Some bugs have security implications

(``linux kernel'' CVEs on mitre.org, 2016-09-27 - https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=linux+kernel)
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Adversaries find bugs before we do

(Trimmed and redacted announcement - http://seclists.org/fulldisclosure/2010/Sep/268)
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Bugs go unnoticed upstream for a long time

(Kees Cook, LSS2016, `Status of the Kernel Self Protection Project' - https://outflux.net/slides/2016/lss/kspp.pdf)
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The presence of bugs is unavoidable

.... Code written by experienced engineers has bugs

.... Code reviewed by subject-matter experts has bugs

.... Static analysis only finds some bugs

.... Testing and fuzzing only finds some bugs

.... Formal methods do not scale to size and scope of project
(30+ architectures with varied ISAs, memory models, system-level details)

All are valuable, but insufficient to rule out bugs entirely.
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The big picture

.... Linux is being attacked in the wild

.... ... via bugs we don't know about (yet)

.... ... which we can't hope to avoid (yet)

Products (and their users) can be vulnerable for their entire lifetime

8 © ARM 2016



Hardening
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Making unknown bugs harder to exploit

.... Target common classes of error (e.g. accidental __user pointer dereference)

.... Have common code prevent and/or detect this

.... When detected, prevent further badness somehow (e.g. panic())

.... Reduces exploitability, but doesn't fix underlying bugs

.... Complementary to usual bug hunting

10 © ARM 2016



Hardening in mainline

.... Some hardening features have made it to mainline
.... Supported upstream
.... Lower maintenance burden

.... ... but many are not enabled by default (yet)
.... You could be missing out on free protection today
.... Easy to be put off by unclear tradeoffs and precevied issues

.... ... and only ''recently''
.... Most phones aren't running v4.8 yet...
.... Easy to miss if you're not paying attention
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The rest: coming soon
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