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Overview

● Fuzzing 101

– Why it is a valuable kernel development tool

– About Syzkaller

● Our goal: fuzzing kernel drivers

– Tweaking Syzkaller

● Getting results
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Fuzzing as a test tool
● There are many approaches to software testing

● Different techniques, different goals

● Fuzzing tries to uncover bugs by reaching 

execution paths that hard to cover with manual 

tests

● Produces semi-random inputs and code 

sequences automatically
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Fuzzers: key features

● Check code coverage

● Knowledge about the code base

● Smart data & code generation

● Useful reports (ideally with 

reproducers)
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Syzkaller
● Coverage-guided

● Uses many kernel debugging features

– Kcov

– Sanitizers

– Fault injectors

● Great bug reporting

● Syzbot

https://github.com/google/syzkaller
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Syzkaller: how it works
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Syzkaller: how it works

resource fd[int32]: -1
resource fd_dir[fd]: AT_FDCWD

open(file ptr[in, filename], flags flags[open_flags], mode flags[open_mode]) fd
open$dir(file ptr[in, filename], flags flags[open_flags], mode flags[open_mode]) fd_dir
close(fd fd)
read(fd fd, buf buffer[out], count len[buf])

open_flags = O_WRONLY, O_RDWR, O_APPEND, FASYNC, O_CLOEXEC, O_CREAT, O_DIRECT, 
O_DIRECTORY, O_EXCL, O_LARGEFILE, O_NOATIME, O_NOCTTY, O_NOFOLLOW, O_NONBLOCK, O_PATH, 
O_SYNC, O_TRUNC, __O_TMPFILE
open_mode = S_IRUSR, S_IWUSR, S_IXUSR, S_IRGRP, S_IWGRP, S_IXGRP, S_IROTH, S_IWOTH, 
S_IXOTH

Syzlang: system call description language
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Syzkaller: how it works

{
"target": "linux/amd64",
"http": "myhost.com:56741",
"workdir": "/syzkaller/workdir",
"kernel_obj": "/linux/",
"image": "/linux_image/wheezy.img",
"sshkey": "/linux_image/ssh/id_rsa",
"syzkaller": "/syzkaller",
"disable_syscalls": ["keyctl", "add_key", "request_key"],
"suppressions": ["some known bug"],
"procs": 4,
"type": "qemu",
"vm": {

"count": 16,
"cpu": 2,
"mem": 2048,
"kernel": "/linux/arch/x86/boot/bzImage",
"initrd": "linux/initrd"

}
}

Test configuration

Running it
$ syzkaller_dir/bin/syz-manager -config=my_config.cfg
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Syzkaller: how it works
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Preparing the target machine
● Create the root filesystem image:

– tools/create-image.sh

● Build the kernel

– CONFIG_KCOV

– CONFIG_KCOV_INSTRUMENT_ALL=y

– CONFIG_KCOV_ENABLE_COMPARISONS=y

– CONFIG_DEBUG_FS=y

– CONFIG_DEBUG_INFO=y

– CONFIG_CONFIGFS_FS=y

– CONFIG_SECURITYFS=y

– CONFIG_KASAN=y
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Preparing the target machine
{
        "target": "linux/arm64",
        "http": "127.0.0.1:56741",
        "workdir": "/path_to/workdir",
        "kernel_obj": "/path_to_kernel/linux_rockpi",
        "sshkey": "/path_to_ssh_key/stretch.id_rsa",
        "rpc": "127.0.0.1:0",
        "syzkaller": "/path_to_syzkaller",
        "procs": 5,
        "reproduce": false,
        "sandbox": "none",
        "type": "isolated",
        "vm": {
                "targets": ["192.168.2.101"],
                "pstore": false,
                "target_dir": "/tmp",
                "target_reboot": false
        },
        "enable_syscalls": [...],
        "disable_syscalls": [...]
}
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Telling Syzkaller about our 
driver

Enhancing syscall 
definitions

resource fd_hantro_dec[int32]: -1
resource fd_hantro_enc[int32]: -1

fd_hantro [
enc fd_hantro_enc
dec fd_hantro_dec

]

openat$hantro_enc(fd const[AT_FDCWD], file ptr[in, string["/dev/hantro_enc"]], flags const[O_RDWR], 
                  mode const[0]) fd_hantro_enc
openat$hantro_dec(fd const[AT_FDCWD], file ptr[in, string["/dev/hantro_dec"]], flags const[O_RDWR], 
                  mode const[0]) fd_hantro_dec
openat$hantro_media(fd const[AT_FDCWD], file ptr[in, string["/dev/hantro_media"]], flags            
                    const[O_RDWR], mode const[0]) fd_media
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Telling Syzkaller about our 
driverTargeting the appropriate 

device

# Add udev rules for custom drivers.
# Create symlinks for the devices the hantro driver
echo 'ATTR{name}=="rockchip,rk3399-vpu-enc", SYMLINK+="hantro_enc"' \
     | sudo tee -a $DIR/etc/udev/rules.d/50-udev-default.rules
echo 'ATTR{name}=="rockchip,rk3399-vpu-dec", SYMLINK+="hantro_dec"' \
     | sudo tee -a $DIR/etc/udev/rules.d/50-udev-default.rules
echo 'ATTR{model}=="hantro-vpu", SYMLINK+="hantro_media"' \
     | sudo tee -a $DIR/etc/udev/rules.d/50-udev-default.rules

syz_open_dev$video(dev ptr[in, string["/dev/video#"]], id intptr, flags flags[open_flags]) fd_video

Generic device file name parameter:
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Telling Syzkaller about our 
driver

Add custom pseudo syscalls 
(discouraged)

● Generate a static chunk of code

● Generate controlled input 

programatically
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Getting results
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Getting results
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Getting results
ioctl$vim2m_VIDIOC_QUERYCAP(0xffffffffffffffff, 0x80685600, &(0x7f0000000100)={""/16, ""/32, ""/32, 0x0, @vim2m})
r0 = openat$vim2m(0xffffffffffffff9c, &(0x7f0000000200)='/dev/vim2m\x00', 0x2, 0x0)
ioctl$vim2m_VIDIOC_QUERYCAP(r0, 0x80685600, &(0x7f0000000240))
r1 = openat$vim2m(0xffffffffffffff9c, &(0x7f0000000040)='/dev/vim2m\x00', 0x2, 0x0)
ioctl$vim2m_VIDIOC_QUERYCAP(r1, 0x80685600, &(0x7f0000000180)={""/16, ""/32, ""/32, 0x0, @vim2m})
clock_gettime(0x4, &(0x7f0000000000))
ioctl$vim2m_VIDIOC_QUERYCAP(r1, 0x80685600, &(0x7f0000000080))

// autogenerated by syzkaller (https://github.com/google/syzkaller)

#define _GNU_SOURCE 

#include <endian.h>
...

uint64_t r[2] = {0xffffffffffffffff, 0xffffffffffffffff};

int main(void)
{

syscall(__NR_mmap, 0x1ffff000ul, 0x1000ul, 0ul, 0x32ul, -1, 0ul);
syscall(__NR_mmap, 0x20000000ul, 0x1000000ul, 7ul, 0x32ul, -1, 0ul);
syscall(__NR_mmap, 0x21000000ul, 0x1000ul, 0ul, 0x32ul, -1, 0ul);

intptr_t res = 0;
syscall(__NR_ioctl, -1, 0x80685600, 0x20000100ul);

memcpy((void*)0x20000200, "/dev/vim2m\000", 11);
res = syscall(__NR_openat, 0xffffffffffffff9cul, 0x20000200ul, 2ul, 0ul);
if (res != -1)

r[0] = res;
syscall(__NR_ioctl, r[0], 0x80685600, 0x20000240ul);

...



18

Syzbot
https://syzkaller.appspot.com
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Thank you

Message {
  config {
    priority: "high"             
    body: "Collabora is hiring"  // Many open positions
    recipient: "you"             // Please join us
    calltoaction: "http://col.la/join"
  }
}
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